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Installation et exploitation de Veeam

1) Présentation

Veeam Backup est un logiciel de sauvegarde Il permet Le backup et la réplication d'applications et de données d’'une
machine physique ou virtualisé. Quatre grandes parties sont mises en place :
L’installation de Veeam sur une plateforme Windows server 2016

v" Le choix du dispositif de stockage

v' L’élément physique ou virtuel a sauvegarder

v’ La stratégie de sauvegarde

2) Installation de veeam

Cochez les deux agréments

Veeam Backup & Replication Setup - >

License Agreement

Please read the following license agreement carsfully.

Veeam Software ("Veeam") e
End User Software License Agreement ("EULA")

IMPORTANT - READ CAREFULLY

This ELILA is a legally binding agreement between licensee end user ("End User’) and
WVeeam setting forth the terms and conditions governing the use and operation of Veeam's
proprietary computer software products (the “Software”™) and the written technical
specifications for the use and operation of the Software (the “Documentation™). Where the
sense and context permit, references in this EULA to the Software include the
Diocumentation. By downloading and installing, copying or otherwise using the Software,

andior otherwise accepting this ELILA, End User agrees to be bound by the terms and W
[] | accept the temms of the Veeam license agreement
| accept the terms of the 3rd party components license agreements | View

¢ Back Net> || Cancel |
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Sélectionnez le fichier licence le cas échéant

Weearmn Backup & Replication Setup

Provide License

Provide license file for Veeam Backup & Replication.

Licenze file for Veeam Backup & Replication:

I you don't have a license, just click Mext to install the Community Edition. Please note that you
may not use this edition to provide any services to thind parties (see EULA for more infa).

« Back

Laissez le choix par défaut

Veeam Backup & Replication Setup

Program features

Select the program features you want to be installed.

Weeam Backup & Replication
Weeam Backup Catalog
Weeam Backup & Replication Console

Installto:  |C:%Program Files‘\eeam“Backup and Replication®.

Component description

Veeam Backup &
Replication is
enterpriseready solution
that combines backup
and replication in a single
product for fast recovery
of your VMware vSphere
and Microsoft Hyper-\/
environments.

Browse...

< Back

Net> || Cancel |
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Choisir localhost pour Windows Server

Veeam Backup & Replication Setup — >

Service Account

Specify the account for Veeam Backup & Replication service.

(®) LOCAL SYSTEM account (recommended)

() The following user account:

ﬂi,f.q Type in the user name in the DOMAIN\USERNAME format. The specified user
L account must have local administrator privileges on this server.

User name: _ b Browse

Password:

< Back || Next > || Cancel

Cochez laisse-moi choisir

VWeearm Backup & Replication Setup

Default Configuration
Click Install to deploy Weeam Backup & Replication with the default corfiguration settings. or select
the check box below to customize them on the following wizard steps.

Corfiguration settings:

Installation folder: C:wProgram Files*VWeeam*Backup and Replication™ el
wPower cache faolder: D% Program Data*Weeam™ Baclkup™.Mfs Datastore

Guest catalog folder: D WBRCatalog

Catalog service port: 53953

Service account: LOCAL SYSTEM

Service port: 9392

Secure connections port: 5401

S53QL Server: THINKSTAT-6AVEEAMSQL2016 -~

I [=1 Let me specify differert settings I

<Back || MNet> ]| cancel
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Installez une nouvelle instance de SQL server

Veeam Backup & Replication Setup = >

201 Server Instance

Choose SQL Server instance to create Vesam Backup & Replication databases on.

(®) Install new instance of SGL Server Jocalhost\WVEEAMSGL2016)
() Use existing instance of SGL Server (HOSTNAMENNSTANCE)
THINKSTAT-6SQOLEXPRESS ~ | [ EOWSE

Veeam Backup & Replication databasze: |VeeamBackup
Connect to SGL Server using
(® Windows authentication credentials of 2ervice account
i () 50L Server authentication using the Login 1D and paseword below:
Login ID:  |sa

Pazsword:

<Back || MNext> | Cancel

Laissez les ports par défaut

Veearmn Backup & Replication Setup = ol

Port Configuration

Specify port configuration to be used by Veeam Backup & Replication.

Catalog service port:
Yeeam Backup service port:
Secure connections port:

<Back |[ Net> || Cancel
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L installation est préte

Veearn Backup & Replication Setup — >

Ready to Install

The wizard iz ready to begin the installation.

Weeam Backup & Replication will be installed with the following configuration:

Installation folder: C:%Program Files'Veeam“Backup and Replication®. "
wPower cache folder: [:%ProgramData*Veeam" Backup'.MNfs Datastore I
Guest catalog folder: D:\WBRCatalog

Catalog service port: 5353

Service account: LOCAL 5YSTEM

Service port: 9352

Secure connections port: 5401

S0L Server: THINKSTAT-E\WVEEAMSQL2016 v

Check for updates once the product is installed and periadically

| <Back [ nstal || Cancel

Choisir localhost

_— |
Beaeglznup &Replication"95 |

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with,

POOL-5T\petitpa
Password

W | Use Windows session authentication

Save shortcut Connect

PAGE 6 Petitpa




| BM VMWARE VSPHERE7 23/10/2021

3) Le choix du dispositif de stockage

UNITY EDITION

BACKUP REPOSITORY

= ] =

= ==

Add Rescan Upg
Repository Fe

Manage Repository Toals

BACKUP INFRASTRUCTURE

NAME t TYPE HOST PATH CAPACITY FREE USED SPACE DESCRIPTION

g Backup Proxies
219,1GB 0,0B Created by Veeam Backup

% Backup Repositories E- Default Backup Rep... Windows WIN-9R5PVL11... ChBackup 2495 GB
= External Repositories
£3 WAN Accelerators

=
5 Sen
{3 Service Providers

4 () Managed Servers

= Microsoft Windows

{33 BACKUP INFRASTRUCTURE

E%?) HISTORY

On va par la suite choisir une solution de stockage. Sélectionnez une solution DAS sur le disque
dur local

VEEAM B (UP AND REPLICATION COMMUNITY EDITION

= 3 = -—
=i . | -
= _ = Add Backup Repository
Add t Select the type of backup repository you want to add.
Repository Rep
Manage Repository Tools
BACKUP INFRASTRUCTURE Q e =
Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
E Backup Proxies NAME T maowvers to run directly on the server, allowing for fastest performance.
% Backup Repositories E- Defau
= s
B Exenal Kepastones 1 Network attached storage
En WAN Accelerators L Metwork share on a file server or a NAS system, When backing up to a remote share, we recommend that you
3 S iice Proicer select a gateway server located in the same site with the share.
4 @ Managed Servers

[F= Microsoft Windows
le to meet the rements of

e option instead.

i‘fa‘g BACKUP INFRASTRUCTURE
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Le systeme de stockage est du type microsoft windows server

Direct Attached Storage

@ Select the operating systemn type of a server you want to use as a backup repository.

%]

mEl Microsoft Windows

[ | Adds local server storage presented as a regular volume or Storage Spaces. For better performance and storage
efficiency, we recommend using ReF5.

; Linux
6 Adds local server storage, or locally rmounted MNFS share. The Linux server must use bash shell, and have 55H and
Perl installed.

Cancel
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Nommez cette sauvegarde

Mew Backup Repository
o~  Name
F;;: Type in a name and description for this backup repository.
==

| VEEAMBackupDAS
Senver s
Description:
Repository Created by POOL-5T\petitpa at 19/10/2021 12:46.

Mount Server

Review

Apply

< Previous Mext = Finish Cancel
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Choisir le serveur par défaut
Mew Backup Repository
Server
Choose repository server, You can select server from the list of managed servers added to the console,
Mame Repository server
WIN-9R5PVLT13UM. poclst.gouv.fr (Backup server) ~ | | Add New...
Server -
Path Capacity Free Populate
Repository
Mount Server
Review
Apply
< Previous Mext » Cancel
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On fournit aprés la chemin de la sauvegarde , cliquez sur browse

Mew Backup Repository *

. Repository
I Type in path to the folder where backup files should be stored, and set repository load control options,
=

Mame Location
Path to folder:
Server ||
Repositony e Capacity: Populate

B Free space:

Mount Server
Load control

Review Running too many concurrent tasks against the same repository may reduce overall performance,
and cause /O operations te timecut. Control storage device saturation with the following settings:
Apply Limit maximum concurrent tasks to: |4 =
[] Limnit read and write data rates to: = | MB/s
Click Advanced to customize repository settings Advanced...
< Previous Mext » Cancel

PAGE 11 Petitpa




| BM VMWARE VSPHERE7 23/10/2021
Choisir le chemin
New Backup Repository Select Folder
= R,epq.srtor]r Folders: ;
==  Typein pathto thef ntions,
F:;::: 4 EEI WIN-9R5PVL113UM. poolst.gouv.fr
e a =00
e i+ [ $Recycle.Bin
= [ boe16029fbebf24333dbd148697 cde
Server [ Documents and Settings | | Browse...
[» | inetpub - =
CRepeseny U | s o
Mount Server b I Perflogs
> Program Files
Review b Program Files (x36) reduce overall performance,
= tn with the following settings:
Fa i+ [ ProgramData
PRy [» 1 Recovery
> System Volume Information
[ ~ Users
[ VBRCatalog
> Windows
- WEEAM
I I__IQ WVEEAM BACKUP (D)
Advanced...
Mew Folder 2 CEHCE|. Eiich Fancel
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Pour un petit systeme choisir une seule tache concurrente qui accede au répertoire de
sauvegarde

Mew Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository load control options,

Mame Location

Path to folder:
Server CAVEEAM Browse...
'Wﬁﬁl}; e  Capacity: Populate

"  [reespace

Mount Server
Load control

Review Running too many concurrent tasks against the sarme repository may reduce overall performance,
and cause /O operations to timeout. Control storage device saturation with the following settings:

Apply Lirnit maximum concurrent tasks to: |'| =
[] Limit read and write data rates to: = | MB/s
Click Advanced to custornize repository settings Advanced...
< Previous Mext = Cancel

PAGE 13 Petitpa




| BM VMWARE VSPHERE7

23/10/2021

Le résumé nous est proposé

Mew Backup Repository

Review
Please review the settings, and click Apply to continue,

Mame Repository type: Windows
Mount host: WIN-9R5PVL113UM.poolst.gouv.fr
R Account: Mot set
Repository Backup folder CAVEEAM
Write throughput: Unlimited
Mount Server Max parallel tasks: 1
Apply
The fellowing components will be processed on server WIN-9R3PVLT13UM.poolst.gouv.fr:
Compeonent name Status
Transport already exists
wPower MF5 already exists
Mount Server already exists
[] Import existing backups automatically
< Previous Apply Cancel
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On peut effacer le chemin de sauvegarde par défaut

VEEAM BACKUP AND REPLICATION COMMUNITY EDITION

Add
Repository Re y
Manage Repository Toaols

BACKUP INFRASTRUCTURE Q Type in an object name to search for

E Backup Proxies NAME T TYPE HOST

Backup Repositories £i= Default Backup Rep.. Windows
= VEEAMBackupDAS Windows

70 00D
197 70

a

3 External Repositories
£ WAN Accelerators
;ﬁ} Service Providers
4 CJE"'Q Managed Servers
E- Microsoft Windows

PATH
WIN-GRSPVLIT...  Ci\Backup
WIN-9RSPVLTT... G\VEEAM

CAPACITY FRE
2495 GB
249,5 GB

Veearn Backup and Replication

0 Change the configuration backup location to the newly created repository?

*

Mo

£ g BACKUP INFRASTRUCTURE

VM_VEEAM

VEEAM BACKUP AND REPLICATION COMMUMNITY

Manage Repositoly Manage Settings Tools

Remove Repository
Removes the backup repository from the product configuration, and uninstalls its components.

BACKUP INFRASTRUCTY

pATH CAF
C\Backu

& WAN Accelerators
‘5 Service Providers
4 {;'E'] Managed Servers
E- Microsoft Windows

E Backup Proxies MAME T TYPE HOST
E Backup Repositories l ‘='E. = Default Backup Rep.. Windows WIN-9R5PVL1 ...
Fi Extemal Repositories Eq= VEEAMBackupDAS Windows WIN-9RSPVLI1... CAVEEAM
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REPOSITORY TOOLS

BACKUP REPOSITORY

Repository Repositon
Manage Repository Tools

BACKUP INFRASTRUCTURE Q Type in an object nome to search for

E Backup Proxies MAME T TYPE
Backup Repositories E-= VEEAMBackupDAS Windows

=
=n

0 (0

S, External Repositories
&% WAN Accelerators
‘5} Service Providers

4 {E‘! Managed Servers

E- Microsoft Windows

4) L'élément a sauveqgarder

La suite permet de sélectionner |'élément que I'on souhaite sauvegarder, pour nous une machine
virtuelle LINUX référencée par Vcenter

VM_VEEAM

VEEAM BACKUP AND REPLICATION MIUNITY EDITIOM

== HOME SERVER

= =

E =

==

Add  Edit Remove | Rescan M
Server Server Server

Manage Server

BACKUP INFRASTRUCTURE
g ADD SERVER
Before using hypervisor file management functionality, you must register your virtual infrastructure. To start this process, click the Add Server

H Backup Proxies
= button in the ribbon (or just click this text).

= Backup Repositories . .
= 2 For VMware vSphere, add one or more vCenter Servers. You can also add ESXi hosts individually. Adding vCenter Server is preferred, because it
5, External Repositories
makes Veeam Backup & Replication vMaotion-aware.

'f. I R For Microsoft Hyper-W, add one or more System Center Wirtual Machine Manager (SCVMM) Servers, Hyper-V clusters, or standalone Hyper-v
#=3 Service Providers
sy hosts.

=) ‘E’i Managed Servers Based on your needs, also consider adding Microsoft Windows and Linux servers to use for hosting various backup infrastructure roles.

[E= Microsoft Windows
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Sélectionnez vsphére

Add Server

Select the type of a server you want to add to your backup infrastructure, All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab,

VMware vSphere
Adds YMware private cloud infrastructure servers to the inventory,

ml Microsoft Hyper-V

M Adds Microsoft private cloud infrastructure servers to the inventory.

E Microsoft Windows

=u®m Add Microsoft Windows server (Windows 2008 or later).

Linux
E& Adds Linux server (must use bash shell, and have 55H and Perl installed).

Cancel
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Donnez I'adresse IP du vcenter

Mew YViAware Server

Name
Specify DNS name or IP address of VMware server,
[192.168.0.16
Credentials o
Description:
e Created by POOL-5T\petitpa at 19/10/2021 12:57.
Summary

< Previous Mext = Finish Cancel
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Ajoutez un utilisateur reconnu par Vcenter

Mew Vhlware Server ot

Credentials
Select server administrator's credentials. If required, specify additional connection settings including web-service port number.

Mame Select an account with local administrator privileges on the server you are adding. Use DOMAIMYUSER
format for domain accounts, or HOSTAUSER. for local accounts.

Credentials:

55H Connection

Manage accounts

Summary
Default VMware web services port is 443, If connection cannot be established, check for possible port
custemization in the vCenter Server or ESX(i) server settings.
Port: (443 |
< Previous Mext = Finish Cancel
e are Server =
Credentials

Select server administrator's credentials. If required, specify additional connection settings including web-service port number.,

Mame Select an account with local administrator privileges on the server you are adding. Use DOMAINYUSER

Credentials >
~| [ Add |
ik chmechoin Username: |administrator@vsphere.lcrcal | o
Summary =] % Password: |----..---.. ""i"‘|

Description:

administrator@wvsphere.local

Default ViMware web services port is 443, If connection cannot be established, check for possible port
customization in the vCenter Server or ESX(i) server settings.

Port: 443 =

-

Cancel

< Previous Mext = Fi
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Approuvez le certificat

Credentials

Select server administrator's credentials, If required, specify additional connection settings including web-service port number.

Mame Select an account with local administrator privileges on the server you are adding. Use DOMAINYLUSER
format for domain accounts, or HOSTWUSER for local accounts.
Credentials Credentials:

: s . ed: less thar ~ Add...
Certificate Security Alert *

nage accounts

55H Connection

— | An untrusted certificate is installed on 192.168.0.16 and secure
1 § communication cannot be guaranteed.
Connect to this server anyway?

Summary

Remote certificate name mismatch:

C=U5, CM=vcsa.poolst.gouv.fr

Remote certificate chain errors:

PartialChain (Une chaine de certificats n'a pas pu étre établie vers une
autorité racine de confiance.)

Continue Cancel

Default VMware web services port is 443, If connection cannot be established, check for possible port
customization in the vCenter Server or ESX(i) server settings.

Port: |43 |

-

< Previous Mext = Cancel
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Le résumé apres la création

Mew YViAware Server

Summary

You can copy the configuration information below for future reference.
=l

Kame Summary:

"u’Mware viCenter Server '192,168.0.16' was successfully created.

Host info: Wiware vCenter Server 7.0.2 build-17920168
Connection options:

_ User: administrator@wvsphere.local

Port: 443

Credentials

< Previous Mext = Finish Cancel
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5) La stratégie de sauvegarde

Paramétrant la stratégie de sauvegarde

e ey ey

| [B VM_VEEAM

VEEAM BACKUP AND REPLIC

VIEW

=5
¥ 3 380 B 2
= = [ F (=
Backup Replication Backup Copy @ Failover | Import
Job - Jeb - Copy~ Job~ | Plan~ | Backup

obs Restore | Acdtions

% Virtual machine...

F Y

pe in an object name to search for

E‘- Windows computer
New Backup Job

E R Creates a new backup job.
5 Jobs e TYPE STATUS

[r& Last 24 Hours

A Home

E@ INVENTORY

(fg“g BACKUP INFRASTRUCTURE
j S+ STORAGE INFRASTRUCTURE

TAPE INFRASTRUCTURE

Eﬁ FILES

% [ =
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Nommant ce travail
Mew Backup lob

Name
Type in a name and description for this backup job.

|BackupLINUX
Yirtual Machines o
Description:
Storage Created by POOL-5T\petitpa at 19/10,/2021 13:06.

Guest Processing

Schedule

Summary

< Previous Mext = Finish . Cancel
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Faisant le choix de la VM a sauvegarder par l'intermédiaire de Vsphere
Mew Backup Job >

Virtual Machines
Select virtual machines to process via container, or granularly, Container provides dynamic selection that automatically changes |
o m as you add new VM into container. r

Mame Virtual machines to backup:
e Mame Type Size Add...
Virtual Machines
Storage
Guest Processing Exclusions...
Schedule
+
Summary +
Total size:
0B
< Previous Mext = F Cancel
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Cliquez sur add et ¢

hoisir la VM dans l'arborescence

*

Mew Backup Job Add Objects
Virtual Machine
Select virtual ma Select objects: I:l_l—'_| = @ h that automatically changes |
= m as you add new ) =
~ @ Hosts and Clusters
MName ~ Fig) 192.168.0.16
~ Elg DatacenterD3135 Add...
| Vil Machines | > B 192168012 =
> B 192.168.0.13 ST
Storage
v B 192.162.0.14
Guest Processing EII_'? VM_OPEMFILER2 | Exclusions... |
{571 WM_SUPERVIS_EXTREM
Schedule D'T'F WM_VEEAM e
o
5
ummary + Down
Recalculate
Total size:
|*' Type in an object name to search for Y | 0B
i tarel Finish Cancel
Mew Backup Job x
Virtual Machines
Select virtual machines to process via container, or granularly. Container provides dynamic selection that automnatically changes
= m as you add new VM into container.
Mame Virtual machines to backup:
E]VM_SUPERVIS_EKTREM Virtual Machine 12,0 GB Rari
Storage
Guest Processing Exclusions... |
Schedule
+ Up
Summa =
I + Down
Recalculate
Total size:
12,0 GB
< Previous Mext = Finish Cancel
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Sélectionnez le backup de sauvegarde ainsi que le nombre de fichier backup sur le disque

Mew Backup Job x

Storage
|¥‘ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= m job and customize advanced job settings if required.

Mame Backup proxy:
Automatic selection | Choose...

Virtual Machines

S @ Retention policy for incremental backup

Stmage VEEAMBackupDAS (Created by POOL-5 Retention policy will automatically maintain at least 1 reston
Actual restore point count may be larger depending on the f

Bt Vi = 219 GB free of 249 GB
Schedule Restore points to keep on disk: |11 (2
Summary [] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or to tape, Best practices
recommend maintaining at least 2 backups of production data, with one of them being off-site.

Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings.
< Previous Mext = Cancel

Cliquez sur advanced

PAGE 26 Petitpa




| BM VMWARE VSPHERE7

23/10/2021

Choisir une sauvegarde incrémentale a multiple fichier et définir la date et I'heure pour la

sauvegarde totale

Advanced Settings

Backup Maintenance Storage Motifications vSphere  Integration  Scripts

Backup mode

() Reverse incremental [slower)

Increments are injected into the full backup file, so that the latest backup
file is always a full backup of the most recent WM state,

® Incremental (recommended)

Increments are saved into new files dependent on previous files in the
chain. Best for backup targets with poor randoem /O performance,

Create synthetic full backups periodically Days...

Create on: samedi
[] Transform previous backup chains into rollbacks

Converts previous incremental backup chain into rollbacks for
the newly created full backup file.

Active full backup
Create active full backups periedically

(O Monthly on: | First lundi Months...
(@ Weekly on selected days:
vendredi
Save As Default oK Cancel

o files produced by this |

:I Choose...

ckup

dest practices
emn being off-site,

Cancel

M
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Mew Backup Job x
Guest Processing
Choose guest O5 processing options available for running ViMs,
Mame [] Enable application-aware processing
_ _ Detects and prepares applications for consistent backup, performs transaction logs processing, and
Virtual Machines cenfigures the 05 to perform required application restore steps upon first boot.
Storage Customize application handling options for individual iterns and applications
= [] Enable guest file system indexing
Stet e Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries.
Schedule
Customize advanced guest file system indexing options for individual itermns
Summary

Add...

Manage accounts

< Previous Mext = Cancel

Dans schedule choisir la date journaliére pour les sauvegardes incrémentales
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Le résumé de notre stratégie

Mew Backup Job
Summary
The job's settings have been saved successfully, Click Finish to exit the wizard.
Mame Summary:
Mame: BackupLIMUX
Virtual Machines Target Path: C:\WVEEAM
Type: VMware Backup
Source items:
Storage

WM_SUPERVIS_EXTREM (192.168.0.16)

Guest Processing Command line to start the job on backup server
"C\Program Files\WVeeam'\Backup and Replication’\Backup\Veeam.Backup.Manager.exe" backup

Schedule 08451296-89cc-4d%e-al3a-9e0ba2401008

Summary

[] Run the job when | click Finish

< Previous Finish Cancel
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