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The Vxworsks real-time operating system

1) History

VxWorks is a multitasking real-time operating system, typically used in embedded systems.

This proprietary operating system, developed by Wind River (acquired by Intel in 2009), has been used by NASA
for space missions

VxWorks will be equipped with innovative features that will bring it closer to market standards, in particular
thanks to its compatibility with the POSIX standard, python, containerisation. It is mainly used by research and
industry (aeronautics, automobile, fransport, telecommunications, military)

2) Presentation

Vxworks is based on a microkernel of a few Kbytes in size that manages a group of system processes. This small
kernel gives it the functionality and performance of a real time executable. The Microkernel has four fundamental
functions:

Message passing or IPC (interprocess communication): The Microkernel handles messages from processes
throughout the system.

Task management or scheduler: the microkernel works in close collaboration with the task manager. It is
responsible for allocating system resources to the tasks that require them. It is this part that we will deal with
later. The microkernel is executed following a system call from either another process or a hardware interrupt.
Interrupts: All hardware interrupts are first submitted to the kernel and then passed to the appropriate driver
or system.

Low-level network communication, the kernel delivers all messages to remote processes connected to the network.

Espace utilisateur Y
Micro-noyau enrichi : "\
services en espace utilisateur

application
utilisateur
(web)

Lile

application
utilisateur

application
utilisateur
(lexte)

Addressing is virtual but no memory protection in kernel space. There is a kernel address space for DKM kernel
user tasks and a user space for real time processes (RTP) in the system.
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Virtual Memory Layout

With RTP Support Without RTP Support

Shared User Virtual Shared User Virtual
Memory Region Memory Region

(shared data regions) (shared data regions, shared libraries)

RTP Private Virtual

Memory Region Kernel Virtual Memory
Pool Region

| (dynamically managed mappings,

| memory-mapped devices, DMA memory,
user-reserved memory,

‘ persistent memory)

Kernel Virtual Memory Pool Region

(dynamically-managed mappings,
memory-mapped devices, DMA memory, |
user-reserved memory,
persistent memory)

Kernel System Virtual Kernel System Virtual
Memory Region Memory Region
(Kernel Image, Kernel Proximity Heaps) (Kernel Image, Kernel Proximity Heaps)

A single address space at the kernel level implies :

v' Possible corruption of the executive's data by applications - everyone sees everything. No memory
protection.

V' Consistency of shared data between tasks therefore requires synchronisation fools. Hence the following
abstractions of the executive :

o Tasks.
e Semaphores.

e Message queue and pipes.

Why a single kernel address space :

v Smaller task context.

v No system call: services are invoked by a simple function call.

v" All application tasks are "supervisor/privileged" tasks.

v Communication between tasks without going through the operating system.
= fime saving
= saving memory "space", resources

= gain in predictability (see real-time embedded systems constraints).

Tips for dealing with the demands of real-time multitasking

- Deterministic behaviour
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- A late response is a bad response

- A hasty answer may be the wrong answer

- Designed for high speed - Fast response - Low overload
- Correctly written code

- Only uses CPU time when needed

Delays or suspends when there is no work to do

- No continuous scanning or endless waiting
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3) The Raspberry P14 embedded hardware platform

3.1) Architecture

In practical work, we will use the :
> RAspberry PI 4 for vxworks

The Raspberry PI 4 is a low-cost stand-alone CPU board for non-industrial embedded systems. It is part of a set
of nano-computers that have evolved over the years.

Raspberry Pi 3 Model B Raspberry Pi Zero

Raspberry Fi 2 Model B

Raspberry Pi Model B+

Introduction Date 2/29/2016 11/25/2015 2/2/2015 7/14/2014
SoC BCM2837 BCM2835 BCM2836 BCM2835
CPU Quad Cortex A53 @ 1.2GHz ARM11 @ 1GHz Quad Cortex A7 @ 900MHz ARM11 @ 7T00MHz
Instruction set ARMvVE-A ARMvE ARMV7-A ARMvE
GPU 400MHz VideoCore IV 250MHz VideoCore IV 250MHz VideoCore IV 250MHz VideoCore IV
RAM 1GB SDRAM 512 MB SDRAM 1GB SDRAM 512MB SDRAM
Storage micro-SD micro-SD micro-SD micro-SD
Ethernet 10/100 none 10/100 10/100
Wireless 802.11n / Bluetooth 4.0 none none none
Video Output HDMI / Compaosite HDMI / Compaosite HDMI / Compaosite HDMI / Composite
Audio Output HDMI / Headphone HDMI HDMI / Headphone HDMI / Headphone
GPIO 40 40 40 40
Raspberry Pi 4B vs 3B+
Features/Specs Raspberry Pi 4 Mo Raspberry Pi 3 Model B+
Release Date 24th June 2019 14th March 2018
SoC Type (Processor) Broadcom BCM2711 (with metal cover) Broadcom BCM2837B0 (with metal cover)
Core Type Cortex-A72 64-bit (ARMv8) Cortex-A53 64-bit (ARMv8)
No. of Cores Quad-Core
GPU VideoCore VI VideoCore IV
H.265 dscoti {KpE0) H.264, MPEG-4 decode (1080p30)
Multimedia H.Eplaschcs [ Fas0ped) H.264 encode (1080p30)
Hidokencads{1980p30) OpenGL ES 1.1, 2.0 Graphics
OpenGL ES 1.1, 2.0, 3.0 Graphics
CPU Clock 1.5 GHz 1.4 GHz
Memory/OS storage microSD
IRAM LPDDR4: 1GB, 2GB, 4GB and 8GB options LPDDRZ 1GB
Ethernet True Gigabit Ethernet Gigabit over USB 2.0 (Max 300Mbps)
USB Port 2xUSB3.0+2xUSB2.0 4 xUSB 2.0
HDMI 2 x micro HDMI support Dual Display 1 x full size HODMI
\WiFi 802.11 blg/n/ac (2.4GHz+5GHz & Shielded)
Bluetooth 5.0 + BLE (Shielded) ‘ 4.2 + BLE (Shielded)
|Antenna PCB Antenna (Similar to Rpi Zero W)
GPIO 40 pins (Fully backwards-compatible with previous boards)
Operating System Raspbian (> 24 June 2019) ‘ Raspbian (> March 2018)
Dimension 85mm x 56mm
5V via USB Type C (upto 3A) 5V via USB Micro B (upto 2.5A)
Power Input 5V via GPIO header (upto 3A) 5V via GPIO header (upto 3A)
Power over Ethernet, requires PoE HAT Power over Ethernet, requires PoE HAT
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The processor used in the PI4 is compatible with ARM cortex A-7 A-8 processors (application processors). ARM
offers a wide range of microprocessors for a variety of applications.

Classic embarqué
ARM Processors Cortex Processors

ARM7

The BCM2711 processor on the Raspberry PI 4 board is part of the System on Chip (SOC) family and is based on a
low power ARM architecture:

Perlormance, Func

Ll
Broadcom BCM2711 ’ H
- VideoCore VI (VC6) | ‘ |
) . 3D-GPU LPDDR4- H.265 VP9 |H.264 | JPEG | kamera Display-
4x ARM Cortex-A72 -~ "(vee) SDRAM- de-/ dek. |de-/ de-/ Engine
, Controller enk,  (exp.) |enk. | enk. Composite‘
SRS e AL . I L l : L :
L2-Cache: 1 MByte I | | ‘ DPI ‘
MMU - L2-Cache: Mailbox | VPU || DMA | ISP
- 128 KByte _| . (VCHIQ)
ARM/VC MMU - 4-fach ass. |
AMBA/AXI-Bus
| | | ] I [ I | | [ | I
PCle 2.0 x1 = Gigabit- DMA | USB Timer 2x 5x 5x | 7x AUX spblo || PCM/ 4x
Ethernet- 2.0 SDIO UART SPI  IIC __2X Sp] | (legacy) | PBS | PWM
MAC (Arasan) (PLO11) Mini-UART |
[0 1O T T I I 11
’ ’ ‘ ‘ H GPIO-Multiplexer x
| I
' | maren | I
USB 3.0 Ethernet PHY WLAN+

The SOC BCM2711 is equipped with four ARM CORTEX A72 processors, with floating point computing units.
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Trace Message
Debug outfut TimerEvents Interrupts interrupts
A A
I Cortex-A72 processor
AfH BB AXI4-Stream
|
v vy . v v
Debug Trace Generic GIC
and CTI Timer CPU Interfacef
+ : —— Miscellaneous

ETM

Rename Integer execute

Virtual to Dispatch Adv SIMD and FP
Decode ; .
physical stages Writeback
i ptography’

register

pool Load | Data | Data
store | TLB |cache

Branch e
prediction nstruction
i : Register
System registers :
Ind Pred 4y
Return Instruction | Instruction
stack L2-TLB

Processor arbitration (1% level)

|' [2 arbiiEation (2"d level) |
' - Fill/Evict | | L2data RAM Snoop TAG | | Auto preretch

Stave [ Snoop (| Master ¥ 4 fers [ (512KB to 4MB) RAM engine
T f Level 2 memory system
AXI ACE or CHI

1 [ ]
ACPT _Memory T Depending on the implementation, this feature might not be available
interface
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ARM® Cortex®-A72

ARMv8-A
32b/64b CPU

All these elements are integrated on the same chip and are suitable for a multitude of applications including HD
video processing. These applications can be :

> Navigation systems
Multimedia player

Medical monitoring systems
Industrial vision

Portable communication

» Graphics tablet

YV V V V

Its 40-pin expansion connector has the following format:

azv sV
GPIO 2 (12C1_SDA) sV
GFIO 3 (12C1_SCL) GND
GPIO 4 (GPCLKD) | GPIO 14 (UART_TXD)
GND ] | GPIO 15 (UART_RXD) Console port
GPIO 17 El GPIO 13
GPIO 27 GND
GPIO 22 4 GPIO 23
a3V GPIO 24
GFIO 10 (SPI_MOSI1) GND
GPIC § (SPI_MISD) GPIO 25

GPIC 11 {SPI_SCLK)}

GND 1 GPIO 7 (SPI_CE1) Key
ID_S6 ID_SC @ Power (5 Volts)
GFIO 5 GHD D Power (3.2 Volts)
GPIC 6 GPIO 12 ® Ground
GPIC 12 GMND @ General Inputs/Outputs
@ 12C Interface
GFIC 19 GPIC 16 @ SPI Interface
GPIC 26 GPIO 20 O UART Interface
GSHND GPIO 21 ) ID EEPROM Intarface

GPIO & (SPI_CED)

This card can host an embedded Linux type operating system Xenomai Android ...
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3.2) Access to the operating system

Like many embedded environments (ECU), the card can be remotely controlled by pre-installed network services:

» In TELNET client and server console mode
» Using the console port on an RS5232 V24 serial link

Raspberry pi 4

Serveur TELNET
-
T——
PORT g
SERIE . ===
RS232 Client TELNET

noyau VXWORKS 21.11

Open Putty on the windows environment:

Configure putty with the RS232 serial link configuration

2 le debit
(B puTTY Configuration 1 choisir le port COM ? > /
i Category:
. Basiciions for your PUTTY session
Terl:‘:ag;ng Specify the degfination youwantto connectto
[ Serial line Speed
[com # | 115200 |
- Features
E!-Windcw Connection type:
Appearance )ssH @ Serial () Other Telnst ~
--Behaviour
Translation Load. save or delete a stored ses
- Selection Saved Sessions 3
- Colours
[=-Connection |Ccm‘| | e =
Data 192.168.10.1 = T serial
- Proxy 192.9.200.110
& SSH 1929200111 =
" Sariai 192.9.201.70 Bre
- Telnet T
comB
Rlogin SR ~
- SUPDUP
Close window on exit:
OAIways O MNever @ Only on clean exit
About Help Cancel
4 open
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The boot loader and the Vxworks kernel launch:

preal, \ s /i
N saens \ Pinaens /
N s \ fastmns /
Nwstsavas Vb /
| R Vo Neswsoan /
N snatin L / VxWorks SMP 64-bit
LA Yo Nssnsf
HG T LS o Release version: 21.11
T - Build date: Mar 27 2022 10:25:38
i s \
o minans / Copyright Wind River Systems, Inc.
Ny /- 1984-2022
Nt oY
LT A P

Board: Raspberry Pi 4 Model B - ARMv8
CPU Count: 4
0S Memory Size: ~883MB

The code interpreter is waiting. It is waiting for code written in C

->

To switch to the command interpreter type cmd

-> cmd
[vxWorks *]#

To know our network configuration in order to use the TELNET service type the following command:

[vxWorks *]# ifconfig -a
lo@ Link type:Local loopback
| inet 127.@.@.1 mask 255.255.255.255
inet6 unicast fe8@::1%lo@ prefixlen 64 automatic
inet6 unicast ::1 prefixlen 128
UP RUNNING LOOPBACK MULTICAST NOARP ALLMULTI
MTU:15e@ metric:1 VR:® ifindex:1
RX packets:87 mcast:@ errors:® dropped:©
TX packets:87 mcast:@ errors:@
collisions:@ unsupported proto:e
RX bytes:26432 (26 k) TX bytes:26432 (26 k)

genet@ Link type:Ethernet HWaddr dc:a6:32:e3:45:bc
inet 192.9.201.7@ mask 255.255.255.8 broadcast 192.9.201.255
inet6 unicast fe80::dea6:32ff:fee3:45bc¥%genete@ prefixlen 64 automatic
[zzfzg;zzggfgzgzzzizl:2:3::4 prefixlen 64
BROADCAST MULTICAST DHCP
MTU:15@@ metric:1 VR:® ifindex:2
RX packets:® mcast:® errors:© dropped:©
TX packets:@ mcast:7 errors:@

collisions:@ unsupported proto:e
RX bytes:® TX bytes:@

[vXWorks *]#
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Our IP address appears in the box. This is static and hard coded when the Vxworks kernel was built. The file
system used is FAT and we can see the directories of the kernel root :

[vxWorks *]# cd /
[wxWorks *]# 1s

dev
tyCo
I2C
SPI
PWM
ram
rame
tmp
ttysSe
ttysi
romfs
fifos
null
tty
shm
devm
vxbus
[vxWorks *]# g

To return to the code interpreter type C

[vxWorks *]# C
_>ﬂ

We will then connect with the TELNET network service

1 tapez I'@ IP 2 choisir TELNET
| %2 PUTTY Configuration >
[ Category:

[ Basic options for your PuT TY
Lt iy . e
Terminal Specify th§ destination youwantto con
HostMNafe (or IP address)

[192.9.201.70 V4 | [23

Connection type:

- Appearance ()SSH () Serial (@) Other: Telnet L
- Behaviour
- Translation Load, save or delete a stored session
- Selection Saved Sessions
g frsplous 192.9.201.70 |
= Connection
- Data 192.168.1.55 ~ Load
- Proxy 192.168.1.78
- SSH 192.168.1.93 Sove
-0 1826200 110
'”;?m?t 192.9.200.111 Belgt
R 192.9.201 70
- SUPDUP
Close window on exit:
() Abways () Never (®) Only on clean exit
About Help Op

en/ Cancel

3 Open
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The code interpreter is waiting. It is waiting for code written in C

->
In terms of programming VxWorks has two types of tasks:

v Kernel spots or DKM (downloadable module kernel)
v Main or thread tasks encapsulated in a real time process (RTP real time process)

In the rest of this handout, we will discuss these different software elements
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Real-time tasks in vxworks kernel space

4) Presentation

They are created as DKMs (downloadable kernel modules)

task = code execution unit
A thread of execution: the PC Processor registers
One entry point, one status, one priority

-The task is not the code
Two distinct tasks can be associated with the same code segment (but different data and stack segments)

¢ All tasks share the same address space as the kernel
Tasks are managed by their ID (TID)

- Each task has its own saving context in the TCB (Task Control Block)
A DKM task in memory can be represented as follows:

Segment de pile

tid
Nom de la tache =
Registres du processeur Paramétres
Etat de la tache (10 max)
Priorité
Point d'entrée WIND_TCB
Compteur de mise en sommeil (Task Control Block) [rommearer e ™| Matache()
Variables attachées au contexte code
ID des fichiers d'E/S par défaut
Données de gestion du noyau

The use of kernel space gives direct access o functionality and I/0 for maximum speed;
To switch a new task to execution, the kernel must :

- Save the context of the running task in its TCB structure.

- Restore the context of the new task to be executed from its TCB structure.
The TCB (Task Control Block) structure is defined by the WIND_TCB data structure in the taskLib.h file. It
contains information about the CPU context, pc, sp, cpu registers, fpu registers as well as about the task, priority,

flags, etc...

The kernel manages a particular queue for each of the possible task states.
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=» 1

NAME TID PRI  STATUS PC ERRNO CPU #
tisre ffffooooeealafee @ PEND fFFffFff885ccBcd e -
tlobTask ffffEoooeeasdaced @ PEND fEffffffigdeicfd e -
tExcTask fFFfffffE80a23388 © PEND fEFffFfF805ccBcB 8 -
tLogTask ffffEgooelacel1se @ PEND fEfffffFeascafac a -
fsd@XbdSvc ffffE000003b6a%d 1 PEND fFfFfffF8e5Sccic8 e -
tShelld ffffeoeoeeddddss 1 PEND FHfFfFfF805ccicd e =
tShellReml> ffffB000004569a0 1 PEND FfFffff885ccicd @ —
tShellReml> ffffE020ER453c98 1 READY FffFffffBB5dfd3c e 2

To create a core spot

int taskSpawn
(
char * name, /* name of new task (stored at pStackBase) */
int priority, /* priority of new task */

int options, /* task option word */

int stackSize, /* size (bytes) of stack needed plus name */
FUNCPTR entryPt, // address of code to execute

int argl, /* 1st of 10 req'd task args to pass to func */

int arg2,

int arg3,

int arg4,

int argb,

int arg6,

int arg7,

int arg8,

int arg9,

int argl10

)

Setting up a kernel task with the workbench tool

In workbench, create a project for a DKM kernel module

workspace - PCF8591DKM/dkm.c - Wind River Workbench
File Edit Source Refactor MNavigate Search Project Run Window Help

New Alt+Shift+N > [ Wind River Workbench Project..
Open File.. 4 Project. : :
[, Open Projects from File System... » Examp.:'.".".'r"nd River Workbench project... i
Recent Files b3 = Other.. Cirl«N
Claca redwe T ©B7 DprIncr( ecnancIr
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e

| New Wind River Workbench Project O X

? Build Type L2
Select the build type for the project. Lf

Based on Category |All b

Build type: Downloadable Kernel Module 2

— T

Description: Creates a munched, downloadable VxWorks kernel module, which can be
dynamically linked to the operating system at run time and executes in
kernel memory space and in kernel mode.

e

Setup information
Resulting project type: Downloadable Kernel Module Project

— e

-

@' < Back Finish Cancel
| New VxWorks Downloadable Kernel Module Project O X

! Project & =
Creates a new VxWorks downloadable kernel module project with the available VSE build specs L :

Project
t Project name: | DKM ‘

1 Location
(@ Create project in workspace
(_) Create project at external location

() Create project in workspace with content at external location

ty AWindRiver\workspace\DKM2 Browse..
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Complete the following source code

i Project Explorer 53 [

(=5 ADS628RTP (VxWarks 2
& AD96285P| (VxWork
2 AM320 (v
~ (2 DKM [V | Downloa el M i
lfly Build Targets (PI4VSB_ARMARCHSAIvm_LP64 LARGE
#F Binaries
[t Includes
@ PI4VSE_ARMARCHSAINm_LP&4_LARGE SMP
|.__LT dkm.c
v h;-m DEM1 (VxWorks 21.11 Downloadable Kernel Module Pro,
[§ Build Targets (PI4VSB_ARMARCHSAIvm_LP64_LARGE
#
ﬂj‘j Includes
M PI4VSB_ARMARCHSAIvm_LP64_LARGE_SMP

Binaries

loadable Kernel Module Projes
= GROCTL ( ble k Madule Pr
2 GPOCTLDKM (VxWork:
i GPIO_CTRLPWM_2711
2} GPIOCTRLPI4 (
i 12C_DRV_ 2711

dable Kernel Mod,
yer Project)
adable Kernel Mod

ork

‘lym 12ZCPI4 (Vi Wor Downloadable
22 12CPIA ( 1 Dov
&2 LED (VxWorl Real Tir

c| usrApplnit.c |.¢] usrRtpApplnit.c = rpi-db.dts. ¢ dkm.c €] rtpc == Disassem

1 #include <wxblorks.h>
2 #include <stdlib.h>
3 #include <string.h>
4 #include <taskLib.h>
5 #include <stdio.h»
& #include <sys/mman.h>
7 #include <unistd.h>
8
g
18 wvoid affiche(char *s){ logMsg(s, @,0,8,0,8,8); }
11 void dev(void);

13- void idev(void)
TASK_ID tid @, tid_b;

tid a=taskSpawn(“dev",161,8,588@, (FUNCPTR)dev,2,8,0,0,0,8,08,8,8,8);
if(tid_a==ERROR)

perror("ph taskspawn 1\n");

exit(8);
i
l
S=void dev(void)
26 {

29 sleep(4e8);

3@ }

= What is the size of the battery?
= What is the priority of the task?
= What is the name of the function associated with this task?

Click on the connection window at the top of the page, Select new connection

i

¥ VeWorks70 v | Mt

\f VaWarks70
Y VaWorks
\' Ya'Works (1)

« ¥ VaWorks (2)

M VaWorks Simulator
\' ViWorksPl4

Cpen Connection Details

£z) Duplicate

H Delete

7 Rename

¢ MNew Connection...

N AT DoWnloadable Rernel Module P

Choose the following 4 steps
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o~

ViWorks Connection

(@) Please enter P address or name and optional port, separated by ",
Press “Cirls Space” for content assi i

un nom
Connection Name: | VaWorks (3)u®™

Target
Target Type: Ml setect Target o X
Select Target
Core Dump sy
Advanced Simulation Platform Select the discovered target to create a cannection for,
QEMU Add a proxy or target if not discovered automatically.
VsWorks Simulator —
e Neighborhood
il i B TCP:192.168.1.2:1534
You are connecting te an already booted VxWorks system. This \sWorks (1929.201.70) s System Viewer and the Analysis tools ff they are installed.
Configuration o
Terget Address: | Concel - \/ Browse
Kemel Symbsol File: | \ S Browse..
Connect an finish \ 1 /
[ Start debugger after connect 2 Advanced...
3
I
Firish Cancel
Indicate where the vxworks.bin kernel image is located in PI4VIP
Connection Name: | VxWorks (3)
Target
Target Type: Connection Mode:
Core Dump Stop Mode
Advanced Simulation Platform
EMU

VxWorks Simulator

Description:

You are connecting to an already booted VxWorks

Piavip LEET S

Configuration
; odifié le
Target Address: 192.9201.70:1534 ) W S ; F—
Kemel Symbol File: B useappinitd o 21:

Fichier D
B usrippinito

Fic
B usEntry.d

Fichier D

Fichier O Advanced...
Fichier D

Connect on finish M Bureau

[] Start debugger after connect

B Images

Musique

Fichier O

o o Jork: ’ Fichier
i ; 04/20 Fichier D 1
Teléchargement:

Fichi

o

Fichier BIN

Click on finish
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Configuration

Target Address: | 192.9.201.70:1534

~]| Browse.

Kernel Symbol File: ‘ PIVIP\default\woWarks.bin

v [ Browse...| [

[ Connect on finish
[ start debugger sfter connect

Advanced...

The connection was successful

¥ VxWorks Connection (Connected)

Right click on your project and then run debug kernel
v bm DERT W Warks 2111 Downlnadahle Kernel Madule Pro
Ctrl+B, Ctrl+P

Ir

#*  Build Project

In
% ¥ Rebuild Project
k Build
[
[ Mew
2
B¢ Show In
e Open VxWorks 21.11 Development Shell
whog
25| B Copy
o g
,'7|_ | Paste
'!:,'“-1| 3 Delete
';7” | Move...
B
1 | Rename...
(==
',_;vm I g Import...
'J.Ut‘I ! Export...
vkl I
]
el Refresh
bm [ Close Project
vkl
= h
5 ; Code Coverage
b: ' %5 Run/Debug Kernel Task...
=1

Select our module

Ctrl+C
Chrl=V

Delete

F2

F5

#11

»

»

Alt+Shift+W »
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il Run/Debug Kemel Task O >

Run or Debug a Kernel Task on "VuxWaorks (3)°
(i) Please enter an entry point

Kernel Task
Entry Point: ﬂ L | }rcuwse... .
Arguments: b
i | /
Priority: | 100 ¥ i |
[ Redirect I/0 to Workbench Terminal /
[[] Attach Debugger 1
Break at Entry Point
: Advanced Options...
Modules To Load
) DKMT\PI4VSB_ARMARCHSAINm_LPE4_LARGE_SMP\DKM1\Debug\C Add...
Remove
Up
Down
< > Build MNow

| Advanced Options...
Workbench will build modules before loading them because Build before launch is enabled.

C?:J QK Cancel

Select the name of the main task
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[l Entry Paints [m} >

Select Entry Point

Please select an entry point

Pattern (7 = any character, * = any string, < = end of pattern):

| v

Medule entry points:

» 8 Target

w =% Local Modules 1
v [mh DKM1.out

affiche

dev

® @

o

idev

-]

_exec_ctors

[ ]

_ exec_dtors

Follow the two steps

Wl Run/Debug Kernel Task (] >

Run or Debug a Kernel Task on "VxWorks (3)"

Select an entry point to run or debug on the target and an optional module to load.

Kernel Task

Entry Point: | idev ~ | | Browse..

Arguments: | ~ |

Priority: [100 |
Redirect /0 to Workbench Terminal
[-] Attach Debugger 1

Advanced Options...

Modules To Load

[5h DKMIVPIAVSE_ARMARCH2AINm_LP64_L ARGE_SMPA\DKM1\DebughC Add...

2 | Advanced Options...

Workbench will build modules before loading them because Bul =fore launch is enabled.

Cancel
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Connect to the serial port, the console port with the putty utility
@ PuTTY Configuration ? >
Categony:
- Session Basic options for your PuTTY session
ey Logaing Specify the destination you wart to connect to 3
=l Terminal o
Serial line 1 Speed
- Keyboard
. Bel |coMs | (115200
- Features Connection type:
g ¥iwicon (OSSH @ Genal (O)Other: | Telnet v
- Appearance
- Behaviour Load, save or delete a sto ; 2
i ;ra;n:atlnn Saved Sessions
[ Selection
W |c:om5c:u:nnso|e 4
=I- Connection 192.168.1.78 " Load
- Data 192.168.1.93
P 192.168.10.1 e
i SFE?I:? 192.5.200.110
g 192.5.200.111
- Serial 192.5.201.70 Dee
- Telnet ¥
- Rlagin
- SUPDUP Close window on exit: 5
(I Mways  (OMever (8 Only on clean exit
.
6
About S Open Cancel
Start our task
il workspace - DEM1/dkm.c - Wind River Workbench
File Edit Source Refactor MNawvigate Search Project Run
el | (&b || YT VxWorks (3) v bt b
%5 Debug &2 | Project Expl... [ System Man.. = O
B %0 MR RIS
vfﬁ.v wrvverks (3]
v o VxWorks
o Kernel
& dev (Running)
w &2 tidev (Breakpoint]
= idev() at dkm.c14 DufFAAAAFE0d220e8
|
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il
E& COMS - PuTTY — a *

iokP on

We will move to the image of the module present on the PC

-> cmd ~
[wvxWorks *]# cd /
[wvxWorks *]# 1s

dev
tyCo
I2C
SPI
PliMm
ram
ram@
tmp
ttyse
ttys1
romfs
fifos
hostfs
null
tty
shm
devm
vxbus
[vxWorks *]# | v

[vxWorks *]# cd hostfs
[vxWorks *]# cd ws
[vxWorks *]# | w

[vxWorks *]# 1s
.metadata

2.txt

ADS5G28RTP
ADS56285P1

AM328

dev.c

DKM

CLECT]
To launch the module load it

[wxWorks *]# 1d dkm.o
BXffFfSBBBB91daBBB
[vxWorks *]# [} v
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Return to the code interpreter

[vxWorks *]# C
-> moduleShow

MODULE NAME MODULE ID GROUP # SEGMENT ADDRESSES

DKM1.out OxBef 8008092 cB000 1 exffffffffeed22e08 (TEXT)
oxffFfffffeed23ee0 (DATA)
exffFFffffsad23e3e (BSS)

dkm.o BxBeffff8000091d2000 2 exffffffffeed2e008 (TEXT)

* NO SEGMENT * {DATA)
* NO SEGMENT * (BSS)
value = @ = Ox0

Then launch the task associated with this module
-» idewv

value = -148737485908928 = OxfTff8080868255446DKP on
= EUFFEP + OxfTffEeBeeBe2554108

Compiling and executing a kernel module via a cross-compiler.

Launch the xubuntu virtual machine and open a LINUX console

petitpagubuntu:-$ 1s

alca.jpg Music supervis3.jpg Templates
Desktop Pictures supervis4.jpg Videos
Documents Public supervis boucle hirshmanl.jpg wvxworks

Downloads snmpd4j-2.8.3.jar supervis boucle hirshman.jpg  vxworks?
foo.vxe SNMP4JV3E. jar supervis.jpg

linaro supervisl.jpg Sycobs5

petitpagubuntu:~% cd vxworks7

petitpagubuntu:~/vxworks?7s cd wrsdk-vxworks7-raspberrypidb/
petitpadubuntu;~/viworks7 wrsdk-vxworks7-raspberrypidbs 1s

a.out foo.vxe MLP115RTP.c pilote.h setcpu.c tools
compilers fork.c MLP11SRTP.vxe README.md setcpu.vie wxsdk
demo. h gpiolLib modules rtp.c tdrv.c

docs gpiolib.c NCLA.txt rtp.vxe tdrv.vxe

examples gpioLib.h paamsl.c sdkenv.sh thr.c

foo.c Makefile paams.c sdkenv.sh.org thr.vxe

petitpagubuntu:~/vxworks? wrsdk-vxworks?-raspberrypidb$ source sdkenv.sh
petitpagubuntu:~/vxworks? /wrsdk-vxworks7-raspberrypidbs []

Run the compilation of our kernel module and copy it to a directory dedicated to FTP transfer
petitpagubuntu;~/viworks? /wrsdk-vxworks7-raspberrypidb$ source sdkenv.sh
petitpapubuntu:~/viworks?/wrsdk-vxworks7-raspberrypidb$ SCC -dkm gpioLib/gpioLib.c modules/dkm.c -0 modules/dkn.o
petitpagubuntu:~/viworks?/wrsdk-vxworks7-raspberrypidbs sudo cp modules/dkm.o /home/target/ftp
petitpagubuntu;~/vxworks?/wrsdk-waworks7-raspberrypidbs |

Create a network link to the FTP server on PI4 using the IP address of the xubuntu VM
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£P 192,9.201.70 - PuTTY

-» netDevCreate ("/wrs", "192.9.281.1€4", 1)
value = @ = Ox@
_> Ll

6o to the wrs directory in the root of the PT4 with the command interpreter

-» cmd
[vxWorks *]# cd /wrs
[vxWorks *]# |

Load the module

[vxWorks *]# 1ld dkm.o
Bxffff899989f§2899
[vxWorks *]# v

Run the function associated with the kernel module task

[vxWorks *]# C
-> start

On

offf] v
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Real-time RTP processes

5.1) Presentation

An RTP is just a container of tasks. RTP tasks are added together in a task queue in the same way as DKMs

A real-time process has its own memory space within the user space

The RTP instance is created from a . vxe file

Memory protection and separation is enforced by the MMU - the MMU creates a virtual memory space for each
RTP

) N
Environnement RTP2
TacheA Tache B TacheC
( RTP application2
( Pile (mémoire virtuelle RTP2)
Environnement RTP1
TacheA Tache B TacheC
Mémoire ( RTP application1(main+threads) )
Virtuelle
partagée
( Pile (mémoire virtuelle RTP1) )
Environnement du noyau
TacheA Tache B
L
= Mémoire
M Code Code virtuelle et
A B systeme
noyau
Pile(heap)
( Modules du noyau (kernel) et ses services associés ) Gestionnaire
de pile
( Board support package )
\——
\ J
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Each process has its own address space and is protected from other processes

Kernel space is protected from processes in user space

Kernel Space

DKM Task 1 J______________F| DKM Task 2

Protection Barrier

Shared Memory Shared Library

User Space

Real-time processes are dependent on events external o the computer. As these events are not under the control
of , several tasks can compete for the  processor allocation. The exchange of data between the kernel space and
the RTP space is done through a shared memory

RTP_ID rtpSpawn(

rtpFilename, // Path to the vxE executable

argv, //Argument list fo be passed to main

envy, //Environment variable list

priority, // Task priority for the initial task

uStackSze,// Maximum stack size for the initial task options, Options for the RTP
taskOptions // Options for the initial task

)

RTP_ID return value is ok for success or NULL for error

The vxworks shell can be used to start an RTP process:

/home/myvxapp.vxe first second third
or rtp exec /home/myvxapp.vxe first second third
For the C code interpreter

rtpSp " myvxapp.vxe first second third "

ou rtpSpawn("myvxapp.vxe", )
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The use of processes can partition the system for greater reliability

- The use of the protected memory model means that areas where speed is essential can use kernel space, while
other code can use process space for safety

Normal operation of VxWorksscheduled tasks, not RTPs
- An RTP must have at least one task to continue to exist
- The task in an RTP has a priority value, just like a kernel task, and is placed in the same ready queue

- A task in user space has a part of its task control block in kernel space that the scheduler can use, and this part
is not accessible by the RTP

- RTP user space exceptions are handled by the kernel
Benefits for the RTP project

- A system using RTP projects is more resistant to software defects.

The protection of RTP memory is not at the expense of real-time determinism.

- It is easier to port LINUX software to VxWorks RTP projects than to VxWorks Downloadable Kernel Module
(DKM) projects

Disadvantages of the RTP project

- RTP process kernel APT calls in user mode have higher latency.

- The user-mode RIP kernel APT is a subset of the kernel application API.

- Using RTP projects increases the memory footprint of the VxWorks kernel and system
The initial task in RTP starts at main() and must stay alive

- Tasks ina PTR

- Sharing code and data within the RTP

- Can generate more tasks in the RTP

- Unable to access code or data outside the RTP

- Uses system calls fo access kernel features such as semaphores

- Can communicate with other RTPs and kernel tasks using shared public object data

An RTP process does not have direct access to the kernel space file descriptor

Create a new project of type RTP and complete your source file as follows:

& Project Explorer 53 = 8 | [ usthpplnit.c [£] usrRtpApplnit.c =| rpi-db.dts (g
~ T2 RTP (ViWorks 21,17 Real Time Process Project) 1 | includes */
If AT < (PIAVSE ARMA 1k T 2
nj,i BlJ|Idllerget- (PI4VSB_ARMARCHBAINm_LPBA_|d) -~ 3 inclede Cotdiaihs
3%, Binaries A
5l Includes 5= int main ({
L,E'E PI4VSBE_ARMARCHBAINm_LPES Id 6 int arge, /* number of arguments */
Ii-T rtp.c 7 char * argv[] [* array of arguments */
B VeWaorks 21,1 g |
L:"H STy [ Wosks 1.1 g printf{"RTP on \n");
=5 MPLT15A2DKM (\ return @;

2 MPL115A2RTP (1
2 NAVIOODKM [VaWorks 21,11
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How to get the list of processes in memory under vxworks

rtpShow() ;
->» rtpShow

NAME D STATE OPTIONS TASK CNT
< P/NonDebug/RTP.vxe OxFFFfB000001FFI70 STATE_NORMAL oxt 1

RTP address space: overlapped
RTP code region: 8796090925056 bytes (0x200000-0x30000000008)

value = 1 = 8x1
->

View the memory space managed by vxworks

adrSpaceShow
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-> adrspaceShow
Global RAM Pool Info:
Allocation unit size: awlaas
Total size: ax3b4oaaas
Allocated: Brcce2dan
Free: Bx2e7lebdd
Largest contiguous free block: Bx2e658088
Shared User Virtual Memory Region Info:
Allocation unit size: awlaas
Total size: axBaaaaaa2022
Allocated: a
Free: Bwdaaaaaapaae
Largest contiguous free block: Bx30008082028
RTP Private Virtual Memory Region Info:
RTP component included: Yes
RTP Address Space: Overlapped
RTP code region base: B 2
RTP code region size: ex7Tfffeae000
Kernel System Virtual Memory Info:
System Region Base: exffffffffeecaceas
System Region Size: Bx30808088
Kernel Reserved Memory Region Info:
Reserved Region Base: axfffffeescacanaas
Reserved Region Size: Bx30808082028
Kernel Virtual Memory Pool Region Info:
Allocation unit size: awlaaa
Total size: axBaaaaaaa0aa
Allocated: Bxas460aa
Free: ax7fffsababaa
Largest contiguous free block: ex7fffsabates
value = 8 = Bx@

945

COCO®Co

.8kB
. BMB
284,
743,
742,

8MB
1MB
5MB

. 8kB
.8TB

.8TE
.8TEB

.9TB

. BGB

.BTE

.8kB
.8TB
. 2MB
.9TB
.9THB

PAGE 30

PETITPA




The VXWORKS real-time operating system 03/08/2022

View the list of device descriptors maintained by the vxworks kernel

-» dewvs
drv refs name
] ¥
4 [ 3] /I2C/0
6 [ 3] /Pun/e
5 [ 3] /sSPI/e
@ [ 3] /dew/null
9 [ 3] /devm
12 [ 3] /ffifos
23 [ 3] /hostfs
@ [ 3] fnull
11 [ 3] fram
11 [ 2] /ram@
18 [ 3] /fromfs
8 [ 3] /shm
17 [ 5] /stdio_pty exffff86ee88263bea.M
16 [ 5] /stdio pty exffffaeeeee263b6a.S
11 [ 2] /tmp
26 [ 3] /tty
3 [ 5] /ttyse
3 [ 3] /ftiysl
2 [ 3] /tyCof@ ==> [ttyse
2 [ 3] /tylofl ==> /[ttysl
7 [ 3] fwxbus
22 [ 3] host:
value = -148737485864688 = a@xffffseeseezerlle = buffer + exffifoeeeeazopeca

= the console port is managed by a serial RS232 /t1tySO device, what is its driver number?

View the list of file descriptors managed by the vxworks kernel

-» iosFdShow

fd name drv
3 Sttyse 2 in out err
4 (ancnpipe) 1@
5 (socket) 21
6 (socket) 21
7 (socket) 21
8 (socket) 21
9 (socket) 21
18 (socket) 21
11 (socket) 21
12 (socket) 21
13 (socket) 21
14 (socket) 21
15 ([socket) 21
16 /stdio_pty @xffff8eeees263b6e.M 17
17 (socket) 21
13 (socket) 21
19 /stdioc_pty_exffffseeess263b6e.5 16
value = 58 = @x32 = "2’ = buffer + 82

= > =

The various DKM or RTP (main + thread) tasks are scheduled in a multi-tasking SMP (symmetric multiple processor)
context with 4 cores of the CORTEX A72 type. These tasks are distributed to the four cores thanks to two
scheduling techniques that we will present below.
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Scheduling in VxWorks

6.1) Operation of the scheduler.

The scheduler is the heart of the real-time kernel. It is invoked at each task switching as well as’ at each call to a
system function (semaphore, signal, queue, ... )

Scheduling occurs if :

- The running task is set to pending, delayed or suspended.
- A higher priority task goes into the ready state (pre-emption).
- Time-slice elapses if at least one other task with the same priority is ready.

The priorities.
The priority of a task is encoded in one byte:

- 0 = highest priority
- 255 = minimum priority
- 100 = default priority

VxWorks does not implement dynamic priority management. If a task A is never blocked or delayed, then a lower
priority task B will never be executed.

If several tasks have the same priority, it is then possible to run the scheduler in "round robin" mode between
them. (priority scheduling with multiple queues).

Préte READY Etat d’une tache qui n’attend aucune autre res-
source que le C'PU.

En attente PEND Etat d’une tache bloquée suite & I'indisponibi-
lité d’une ressource (matérielle, logicielle, infor-
mation, ...)

Endormie DFELAY Etat d’une tache endormie pour une durée dé-
terminée.

Suspendue SUSPEND Etat d’une tache inéligible. Elle n’est jamais exé-
cutée. Cet état est principalement utilisé pour la

mise au point (debugging). La suspension d’un
tache n’empéche pas le changement d’état lo-
gique, seulement l’exécution. Ainsi, une tache
en attente et suspendue peut étre débloquée.
De méme, une tache endormie et suspendue
peut étre réveillée. Dans les deux cas elle reste

suspendue.
Endormie- DELAY + S Etat d’une tache a la fois endormie et
suspendue suspendue.
En attente- PEND 4+ S Etat d’une tache a la fois en attente et
suspendue suspendue.
En attente- PEND4+T Etat d’une tache en attente, mais avec un
avec time out
<«time-outy»
En attente- PEND + S+ 7T | Etat d’une tache en attente avec un time out,
suspendue- et en plus suspendue. A lissue du time out elle
avec reste suspendue.

<time-outy
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SUSPENDED
| bloqué dbg

Créati
de tac

e ot

+ états
— prét / bloqué
taskDelete taskSpawn taskDelete,
Exit
Q{ . semGive/msgQSend
pended L

Y semTake/msgQReceive

taskActivate/taskResume

taskDelay

askResume taskSuspend

Suspend expDelay
v
taskResume _—
suspended L delayed
taskSuspend l
taskInit taskDelete taskDelete

6.2) Task scheduling techniques

We have seen that the system executes the ready task with the highest priority.
Scheduling occurs when several tasks with the same priority are in the ready state.
Vxworks offers two different methods for the election of tasks, called scheduling:

v FIFO scheduling
v" Round Robin scheduling

All real-time processes or tasks in the system use one of these two methods, but two different tasks or processes

may use a different method.
a) FIFO (First In First Out) scheduling

In the case of FIFO scheduling, a task runs until it :

v frees up the processor (it ferminates or makes a system call, for example)
v is pre-empted by a higher priority process
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File d'attente File d'attente
élligible élligible Stopped
A

@
IR =N R A R A R N e N VNS
= S J A B C s R | B C
o = o~ FEli o = o~ Elu

Instant N Instant N+1

b) Round Robin Scheduling

In the round-robin principle, a task runs until it is completed:

File d'attente

élligible Elu
» QY
7 A N
A / \
0 ’ \]
Sl 10 . > OT> LT —>
T L I B C

v" voluntarily gives up processor resources
v be preempted by a higher priority

v'uses all its timeslice (processor allocation time) under the control of the scheduler

¢) The changing context

-An interruption (e.g. from an external device or timer) will cause a context switch

- Context switching is synchronous if it is controlled by the task, e.g. a wait or delay, or a higher priority task
being ready to run

- Context switching is asynchronous if it is caused by an interrupt, such as a timer
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To activate time slicing.
Where ticks are the number of system times per slice

STATUS kernelTimeSlice
(

int ticks /* time-slice in ticks or O to disable round-robin */

)

This routine allows a round robin selection among tasks of the same priority and defines the system time slice
(ticks) assigned. The round robin is disabled by default. A time slot of zero ticks disables round robin.

- To disable time slicing :

kernelTimeSlice(0)

- To find the system clock frequency :

Vx_freq_t sysClkRateGet(void)

Returns the number of ticks per second of the system clock.

- To find the period of a time slot in ticks :

STATUS kernelTimeSliceGet

(
ULONG * pTimeSlice /* current time-slice in ticks */

)

This routine returns the time slot in ticks for the system.

- In cooperative multitasking to give up the CPU temporarily, the programmer calls

STATUS taskDelay

(
Vx_ticks_t ticks /* number of ticks to delay task */

)

This routine causes the calling task to abandon the CPU for the specified time in ticks.

The state of the task is changed to delayed (not ready) until the specified number of interrupts

has occurred. For example, a taskDelay( ) with a tick value of 1 will wait until

the next interruption of the system clock; in this case, the time the task is delayed is less than a tick period. Once
the delay expires, the state of the task reverts to ready (unless it was suspended or stopped during the delay) and
becomes eligible to be scheduled for execution.

Calling taskDelay() with a tick value of O forces the scheduler to shuffle the ready queue, allowing tasks of the
same priority as the calling task to have a chance to run. If there is no task of the same priority as the calling task
in the ready queue, the calling task will resume execution immediately.
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The list of tasks :

tIsre
tJobTask
tExcTask
tLogTask
tshelle
tShellReml>
tErfTask
twxdbgTask
tTcfEvents
tTcf

tTcf

tTcF
tAioIoTask>
tAioIoTask>
tMetCont
ipcom_telnz
iptftps
ipcom_teln>
tStdioProx:
tLogin2137>
tAioWait
tNetd
tTffsPTask
miiBusMondi>
tIdleTask®
tIdleTaskl
tIdleTask2
tIdleTask3

ffffeepeaeeaoan
ffffeepaaalelsqn
ffffffffeeac3488
ffffeepeaalf2ose
ffffeepeaa2efs3e
ffffeeeaae25=210
ffffeepeaaearcae
ffffeepeee2s66cl
fFffffffeeaceaboe
ffffeepeaa2s3lce
ffffeeeeaa2slaal
ffffeeeaae252a1e
ffffeeeaaalfodaa
ffffeeeeaalfr2ee
ffffeeeaaelfclae
ffffaeeeaaldfeaa
ffffeepaaa2s3ase
ffffeepeeea2l37en
ffffeesaan213dee
ffffeeeeaa2sdcte
ffffeepeeelfeaan
ffffeesnae0a8500
ffffeeeeaa2lcece
ffffeepeaa28eden
frffffffeectseae
ffffffffeedezeae
ffffffffeedafeas
ffffffffeediceasa

1ae
lae
252
287
287
287
287

S5TATUS

PEMND
PEND+T
DELAY
PEND
PEND
PEMND
PEMND
PEMND
PEND
PEMND
PEND+T
READY
PEND
PEMND
READY
DELAY
DELAY
READY
READY
READY
READY

FFFFFfff804138c0
FFFFFFFF8e36d3be
FFFFFFf804138c0
FFFFFfff80411e50
FFFFFFf804138c0
FFFFfffeedlefos
FFFFFff504147a8
FFFFFFf804138c0
FFFFFFf80414F78
FFFFFFf8ealdade
FFFFFFFf804138c0
FFFFFFf804138c0
FFFFFff504147a8
FFFFFff804147a8
FFFFFFIf804138c0
FFFFFFf804138c0
FFFFFFff804138c0
FFFFFFIf804138c0
FFFFFFf804138c0
FFFFFff804147a8
FFFFFFf804138c0
FFFFFFf80413530
FFFFFffaealdade
FFFFFFFF8041dadc
FFFFFFf80413190
FFFFFFff80413190
FFFFFFf80413190
FFFFfff80413190

TisrO: task that executes for an ISR interrupt service routine
tjobtask: task that executes fcts for other tasks

tlogtask: task that runs fcts for log messages
tshellO: task that runs the shell displays data on the screen
terftask: the new storage drivers use this task to interface between the system and vxworks

tvxdbgtask: used by debug routines (breakpoint)

task: tcf tcfevent for the agent
Tnetzero: task that allows direct access to the network stack and network drivers
TaiO: to manage the queue for I/0 read and write requests
Tnetconf: listens for interfaces that try to connect to the network stack and configure them
the troot task : allows to make the first tests when it boots after troot the system is in SMP
Kill the tNet0 spot

NAME

tNetd
tTffsPTask
miiBusMonis
tIdleTaske
tIdleTaskl
tIdleTask2
tIdleTask3
value = 8 =
-» td tNet@

TID

Tfffeeeaaaaadses
ffffeeaeaa2lcacld
ffffeeaepa2ae9e0
ffffffffaecfseaa
ffffffffsadezeas
fffffffasadaftoea
ffffffffsadlcees
Bxe

STATUS

ERRNO

PRI

d
=8
3
)
3

PRI

CPU #

(S TR R |

PC ERRNO CPU #

FFFFffffsea13530
FFFFffffaaaldadc
FFFFFfffsedldadc
fFffffffsea13190
FFFfFffffsea13190
fHffffffse413190
FFFFffffsea13190

[ |

L

= What do you notice?
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vxworks7 boot sequence on the Raspberry PI4 platform

Before the Vxworks kernel launches, several bootloaders specific to the Raspberry PI4 and the ARM processor
are required:

Un noyau RISC dans le GPU

Execute le code SOC ROM
-«+—— Reset

Premier boot loader

Initialise la SDCARD
Et la RAM
Chargement et
Execution du
Bootcode.bin

Et analyse les
Parametres dans
Le fichier config.txt

SOC ROM CODE

Bootcode.bin config.txt

Lancement par
Le CPU du
Code start.elf

Lancement du
Bootloader uboot

boot.scr

Charge I'image du
Noyau UVXWORKS
en RAM

Start.elf Uboot-64.bin
boot.scr  fixup4.dat

Lancement du
Noyau uVxWorks

Chargement du

el SDCARD Device tree blob
| Par le noyau
Charge le fichier Recherche du %
Start.elf Noyau a charge rpi-4b.dtb
Dans la RAM Grace au fichier

Noyau uVxWorks
rpi-4b.dtb

Name Role Format

Bootcode.bin Bootloader replaced by EEPROM on PT4 Binary

Start.elf ARM code executed by the CPU Binary

Fixup4.dat Configures the GPU/CPU SDRAM Binary
Config.txt Configuration parameter for u-boot text
rpi-4b.dtb Device tree blob text

uVxWorks Core Binary
Boot.scr Command line o load and run the kernel text

u-boot-64.bin bootloader binary
PETITPA
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Contenu

Premier chargeur de boot

Bootcode.bin — ,
Remplacé dans EEPROM P14

Start.elf
Fixup4.dat
Config.txt
Partition
FAT32 U-boot-64.bin —®  Chargeur de boot u-boot

Boot.scr

Uvxworks (noyau +

applicatifs
PP ) Mise en place les pilotes pour

+ s - P
chaque élément matériel décrit
. PR
Rpi4-b.dts (DTB) dans le device tree

Micro SDCARD

Although the overall start-up process of VxWorks 7 is similar to previous versions, the details have changed
considerably. The main differences are:

VxWorks itself no longer includes ROMable code to run directly from the reset and boot the system.

VxWorks 7 uses a Linux-style device tree to define the hardware;

The device tree must usually be loaded intfo memory as a binary DTB (device tree blob) before the VxWorks
kernel is started.

Instead, the hardware must have an independent boot loader installed to run from the reset and boot the system.

If you are using a commercial of f-the-shelf hardware design, the boot loader will probably be U-Boot. For example,
it can boot other operating systems such as Linux.

When the Raspberry Pi 4 Model B powers up, the ARM processor is of fline and the GPU will boot the SOC with the
GPU specific firmware (SOC EEPROM which has replaced the Bootcode.bin file located in the SD card boot
partition).

The start4 . elf and fixup4.dat files

start4.elf is the Pi4 GPU firmware. Fixup_file (fixup4.dat) Specifies the memory location in the
start_file(start4.elf ) to match the GPU memory split file. Note that start_file and fixup_file are corresponding
and closely related file pairs.

start4.elf is also responsible for loading and modifying dtB files (memory size, Ethernet address...). ), which
performs simple customisation functions.

This boot loader will in turn boot the ARM image executable. U-boot is used as the initial ARM executable image
to boot the ARM code.

PAGE 38 PETITPA




The VXWORKS real-time operating system 03/08/2022

The DTB stores the boot line passed to the VxWorks kernel. Specifically, the boot line is written to the selected
node of the device tree. The VxWorks kernel extracts this information from the device tree and parses it as
necessary.

bootargs = "usb2End(0,0)host:vxWorks h=192.9.201.7 e=192.9.201.70:ffffff00 g=192.9.201.8 u=target
pw=vxTarget o=genetO f=0x40";
stdout-path = "seriall";

U-Boot can boot two types of VxWorks images: uVxWorks and the raw bin file vxWorks.bin. The uVxWorks is used
with the U-Boot "bootm" command and requires an independent DTB file. The vxWorks.bin is used with the U-Boot
"go" command and requires a DTB embedded in the kernel.

The boot.scr file will allow uboot to load and run the kernel
It contains the following commands to load and run a VxWorks Kernel on an ARM card from an SD card.

fatload mmc 0:1 0x10000000 uVxWorks
bootm 0x10000000

The VxWorks entry point is _sysInit() in sysALib.s. This assembly routine sets the initial hardware state and then
jumps to usrInit( ) in usrConfig.c.

usrInit( ) is the first C routine executed from a VxWorks image.

This routine initializes the cache, initializes the vector table, performs a card-specific initialization, and then
starts the multitasking kernel with a user-boot task.
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53"5“_1“ Initializes CPU.
sysAlib.s Initializes RAM (controller).
Initializes stack, quiets CPU (disables interrupts).

* boot specific

Provided in * boot generic
larget/config/alliusrConfig c.

Hooks ——j- usrinit

Parforms minimal kernel initialization.

usrinit call usrinit calls )
Provided in target/config'bsp/sysLib.c.

Confiaures B ¥ Quiels devices (disables interrupls).
gu { o . % Initializes hardware.
kerneldata | ysrKernellnit ) |,' sysHwinit ‘,| sysHwInitO - Provides early

W - -4 /" BSP-specific initialization.

v Initializes and starts kernal,

Defines system memory partition.

kernelinit Activates task and usrRool.

Unlocks interrupts and sets up interrupt stack (if
supported by CPU).

Creates task lUerool¢

Inltlalizes the memory parition library and MMU.

Hooks  ——f- usrBoot Initializes the system clock.
Activates the application and spawns a task.

| usrRoot calls

Y

i sysCIkConnectﬁ:

| sysHwinit2 ::

.

The purpose of the usrInit( ) routine is to completely initialize the CPU and shut down all other hardware, thus
preparing the way for the kernel to initialize and boot itself. This routine is found in prjConfig.c but calls routines
in several other files, some of which must be supplied by you and some of which are supplied by Wind River.
Normally,

it is not necessary to modify the usrInit( ) routine provided by Wind River. However, the sysHwInit( ) routine that
must be called from usrInit( ) usually requires modification. The sysHwInit( ) routine ensures that the board-
dependent hardware is idle. sysHwInit( ) is provided in the BSP or reference template and is found in sysLib.c.
The usrInit( ) routine (in prjConfig.c) records the boot type information, handles all the initializations that need to
be done before the kernel actually boots, and then starts the kernel execution. This is the first C code to run in
VxWorks.

This routine is called in supervisor mode with all hardware interrupts locked.

Many features cannot be called from this routine. There is no task context yet - that is, no task control block
(TCB) and no thread stack - so features that require a task context cannot be called. This includes any
functionality that may cause caller preemption (such as semaphores) or any functionality that itself uses such
functionality, such as printf(). Instead, the usrInit() routine
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does only what is necessary to create the initial thread, usrRoot( ). The initialization operations performed in
usrInit( ) include the following:

m Cache initialization.

The code at the beginning of usrInit() initializes the caches, sets the mode of the caches and places the caches in
a safe state. At the end of usrInit(), the instruction and data caches are enabled by default.

m Reset the BSS segment of the system.

The C language specifies that all uninitialised variables (stored in bss) must have initial values of O.

As usrInit() is the first C code to run, it clears the section of memory containing bss.

m Initialization of interrupt vectors.

Exception vectors must be initialized before enabling interrupts and starting the kernel.

First, intVecBaseSet() is called to set the base address of the vector table.

After calling intVecBaseSet( ), the excVecInit( ) routine initializes all exception vectors

to default handlers. These handlers safely intercept and report exceptions caused by program errors or
unexpected hardware interruptions.

m Initializing the system hardware to an idle state.

Calling the sysHwInit( ) system routine initializes the system hardware. Initialization is mainly about resetting and
disabling hardware devices. Otherwise, when the kernel is booted and interrupts are enabled, these devices may
cause unexpected interrupts. In VxWorks, ISRs (for I/0 devices, system clocks, etc.) are not connected to their
interrupt vectors until system initialization is completed by the usrRoot( ) task. This is a requirement because the
memory pool is not yet initialized. You should not connect an interrupt handler to an interrupt during the
sysHwInit( ) call; this requires memory allocation, which is not available at the moment. Most interrupt connections
occur later in the sysHwInit2( ) routine in sysLib.c.

m Calling kernelInit( ).

The VxWorks libraries contain the code for kernelInit(). Therefore, it is not normally available to BSP developers
in source form. The kernelInit( ) routine starts the multitasking environment and never returns.

The kernelInit() routine is provided by Wind River in an archive file of the VxWorks library. The purpose of this
routine is fo make the kernel operational so that any subsequent initialization can be performed as a task running
under the kernel.

The name of this task is tRootTask, and the routine it executes is usually usrRoot().

The kernelInit( ) routine calls intLockLevelSet( ), disables round-robin scheduling and creates an interrupt stack
(if supported by the architecture). The routine then creates a root stack and a task control block (TCB)

from the top of the memory pool, generates the root thread usrRoot() and terminates the execution thread
usrInit(). At this point, the interrupts are enabled. It is essential that all interrupt sources are disabled by
usrInit() and that all pending interrupts are cleared.

The purpose of the usrRoot( ) routine is to complete the initialization of the kernel and all hardware, and then to
run any application code.
This routine is provided by Wind River in the prjConfig.c file and the original copy should not be modified.
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usrRoot()

I kernelLib.c kernellnit) ' BSP Function: { 7T
- - - |- 4 VxWorks Code: [ |
- Library Function: _ — . J
PJ rConflg.cl_ _uirK_erﬂelﬁoE ITt(L = | + Initialize the watchdog and
priConfig.c |- memLib.c 'ﬂe'ﬂ"_\_itq_ | message queue
usrRoot() | kProxHeaplnit() | « Initialize the kernel heap
tRootTask | usrMmulnit() : | + Initialize the MMU and page
T tahlae
| kCommonHeaplnit() |
———————— — —
s .  gussssssssssssswsl Ressassssnnsnnnsnnns [Tt
| boardLib.c { : ; ; « Initialize the
| boardlnit() : sysLib.c bspNamelnit() - board
e i et iy = .
| vxbLib.c e o e S 1 - Initialize devices
| vxbLibinit '— — YXBPEVAttachl _ . probes/attaches drivers
l usrlosCorelnit() = | * |nitialize I/O System, RTP
— support, select, TTY, etc.
l ustietworkinit() T I + Initialize the network and start

| tNetTask
| usrApplnit() I

During development, prjConfig.c is often temporarily copied to the BSP directory and debugging changes are made
to the temporary copy. prjConfig.c is also configurable with macros defined in config.h. It initializes the kernel
services events, semaphores, messages ...

The usrRoot( ) routine calls the memInit( ) routine to initialize memory. Optionally, usrRoot( ) can call the
memShowInit( )and usrMmuInit() routines. Once the system is multitasking, the BSP calls its first routine,
sysClkConnect( ). sysClkConnect( ) immediately calls the sysHwInit2( ) routine. sysHwInit2() is responsible for any
map initialization not completed in sysHwInit( ), such as connecting interrupt sources using intConnect( ). Then the
usrRoot( ) routine continues the clock initialisation.

Tt sets the default clock rate to the value of the SYS_CLK_RATE macro, usually 60 Hz. usrRoot( ) then enables
the system clock with a call to sysClkEnable( ). Once the clock is initialized and running, several kernel modules,
such as selectlLib, the I/O subsystem and the console, are initialized. It calls the initialization functions of the
board support package, the vxbus to probe the devices and attach the drivers. It ends by calling the usrAppInit
function to initialise the applications.

& Includes @ SCEP (Simple Certificate Enrollment Protocol) INCLUDE_SCEP

2 default « @ Startup FOLDER_STARTUP

= dhepe_etc ~ @ Application initialization FOLDER_APPLICATION_INITIALIZATION
= dhepeé_ete & 1. Pre-kernel initialization INCLUDE_USER_PRE_KERNEL_APPL_INIT
= dnsc_etc & 2. Post-kernel initialization INCLUDE_USER_POST_KERNEL_APPL_INIT
Empid0130 & 3. Pre-network initialization INCLUDE_USER_PRE_NETWORK_APPL_INIT
(= telnets_etc & 4. Kernel entry point (default) (default) INCLUDE USER APPL

& tftp_etc @ RTP startup facility FOLDER_RTP_STARTUP_FACILITY

Ll linkSyms.c ~ @ Storage FOLDER STORAGE

I8l priComps.h ~ @ Block gk agement FOLDER_BDM

ld priConfig.c @ Flash device components FOLDER_FLASH
Pk

I

= SR v Flash Translation Layer for NAND flash FOLDER_FTL

& usrApplnitc & FTL data cache INCLUDE FTL CACHE
o USTRIDAppITeC B

B wbFdtBem2711Gpioh Synopsis |Log

PAGE 42 PETITPA




The VXWORKS real-time operating system 03/08/2022

8) The device tree

For several years now, support for the ARM architecture in the kernel has been gradually shifting to the Device
Tree for hardware description.

Before the introduction of the Device Tree, a very large amount of C code in these directories of the arch/arm/
kernel was used to describe all the peripherals of each SoC, and then all the peripherals of each electronic card
embedding an SoC. Since the ARM architecture does not provide a dynamic enumeration mechanism (USB PCI), it is
necessary for the kernel to know in advance all the peripherals of the system and their characteristics. The kernel
must describe, in the form of C code, all the peripherals of each SoC and each electronic board, which becomes
very cumbersome.

The move to the Device Tree was therefore part of this great movement to clean up and refactor support for the
ARM architecture in the .

The basic principle of the Device Tree is to describe the hardware of a system and to pass this hardware
description to the operating system when a platform is started.

With the Device Tree, each hardware platform is described by a file called Device Tree Source (DTS or DTSI).

v 2% PMVIP (VxWorks 21,11 VIP Projes
8" Kernel Configuration 36
iy Build Targets (default) ) . —
L] A MLEES o . 38 compatible = "raspberrypi,rpi-4";
5 ROMFS (VxWorks 21.11 ROM 5 E R
;:;B' Binaries Ad #address-cells = <23;
ol Includes a3 #size-cells = €23
2 default 42
= dhcpc_etc g CPUS{
(= dhcpeb_etc 45 #size-cells = <@>;
= dnsc_etc 46 #address-cells = <2>;
vi=mpid0130 47
= _sd_card files —E CP""@?
@l 5y:‘.Ck.L|I:J.5 '.3 device_type = "cpu”;
L] syslib.c 51 reg = <@ 8>;
|| 20bsp.cdf 52 enable-method = “spin-table™;
2 bsp.cdf 53 cpu-release-addr = <Bx8 Bx8000088d3>;
=| bsp.vsbl ?'f b
= commonawxconfig H cpu@l
@ defs.bsp.mk - ’
|| devicesxml 58 device_type = "cpu”™;
X| hardwarexm| 59 reg = <8 1x;
¥ hrmActionsscml 58 enable-method = “spin-table™;
e - 61 cpu-release-addr = <8x@ BxBEBOEBEeE>;
= rpi-d.dtsi s 1;
= rpi-db.dts g .
= target.tut ] cpu@2

When the kernel is compiled, these DTS files are transformed into a binary format called Device Tree Blob (DTB)
using a special compiler called Device Tree Compiler (DTC). This transformation is mainly used to provide a more
efficient format to parse than a text format.

Starting up with U-Boot

To boot a kernel using the Device Tree to describe a hardware platform, the boot loader will need to load two :
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the uVxworks kernel image and the Device Tree Blob rpi-4.dtb .
Note that the boot loader is allowed to adapt the DTB before passing it to the kernel, for example to pass
information such as the kernel command line or the MAC address of the different network interfaces.

As the name suggests, a Device Tree is a tree, consisting of a set of nodes nested within each other. Each of these
nodes can contain a set of properties and sub-nodes. Here is an extract of a Device Tree, from the file rpi-4.dtsi

uartO: serial@fe201000

{

compatible = "brcm,bcm2711-pl011", "arm plO11", "arm primecell";

reg = <0x0 Oxfe201000 0x0 0x0200>;
interrupts = <153 0 4»;
interrupt-parent = <&intc>;
clock-frequency = <48000000>;

pinmux-0 = <&uart0_pins>;

fifo-disabled = <1>;
status = "disabled";

>

At boot time, the kernel receives in the registry the address of the DTB and will therefore be able to browse it to
discover the hardware of the platform on which it is running. In particular, for each node in the Device Tree that
is a child of a node identified as a single-bus, the kernel will instantiate a platform_device structure representing

that device.
-» wxFdtDtbDump

root @ |

compatible = “raspberrypi,rpi-4";
#address-cells = <@xE0BB8802>;

#size-

model

cpus 1

cells = <BxBBRREB62:;
= "Raspberry Pi 4 Model B - ARMvB";

#size-cells = <BxPEBOBREE: ;
#address-cells = <BxBEREEBG2:;

cpufpe {

¥

device_type = “cpu";

reg = <@x@@@aaaae BxeRaBEBEE:;
enable-method = “spin-table®;
cpu-release-addr = <8x80000080 BxOBEABBIE:;

cpu@l {

device_type = "cpu";

reg = <@w@paaopes Bxoepessel:;
enable-method = “spin-table”;
cpu-release-addr = <@x80R88288 BxEBEEREE:;
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9) Device drivers

9.1) The VxBus architecture

The driver architecture is based on VxBus (Vxworks bus). VxBus provides a consistent device driver model that is
both architecture and BSP independent

VxBus is intended to provide device driver developers with the following functionality:
e The possibility of organising devices in a simple topology.

e The ability to create drivers that can be loaded and unloaded on the fly.

* A mechanism for managing the device's resources (BARs, IRQs).

* A mechanism for managing parent/child relationships.

* Improved portability of the driver.

» Independence of the BSP and architecture.

Vxbus uses the device tree to manage devices in a simple topology:

Périphérique
UART

FDT
NEXUS Bus
périphérique

Périphériques
Parent

USB PCl12C T

Périphériques
enfant

Périphérique
PWM
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9.2) C language description of a device

Device descriptors
Each device is described by a structure with two parts:

v Anindependent part of the device DEV_HDR the name, number and @ of the system descriptor
v A part dependent on the device registers, interrupts, pins, frequency ...

Descripteur de périphérique

En téte du périphérique
Stucture DEV_HDR typedef struct bcm2711_pwm_dry_ctrl

Données indépendantes — {
Nomdu systéme du pilote DEV_HDR devHdr; //entete systeme contient
»

//le nom du systeme le numero
bl //du driver @ descripteur de
Indice de la table

o Numéro du pilote //systéme est aussi @ entete
des pilotes = P //systene

VXB_DEV_ID pDev;//@ descripteur périphérique vxbus
void * baseAddr;//@ virtuelle des registres
void * handle;//gestionnaire vxb_memory ou autres
UINT32 CLkF requency ;

UINT64 iClkFreq;
UINT32 busSpeed;
UINT32 defBusSpeed;
Données spécifiques aux Données dépendantes du uInTs * xeufs |
A > UINTS txBufEnd;
périphériques © pibote UINT32 txLen;
UINTS * rxBuf;
UINT32 rxLen;
UINT32 rxSkiplLen;
UINT32 curWorkingfra;
SEM_ID semSync;
SEM_1D semMux;

PWM_MSG * msgs;
VXB_RESOURCE * intRes;
VXB_RESOURCE * pwmRegRes;
VXB_RESOURCE * pinRegRes;
} BCM2711_PWM_DRVCTRL;

-> iofDevshow
drv rEfs name

1 -5 vispevshow

1 W] /nacre nainbus-0 at root nexus level(e)

T 3T 7Pe nainbus-0: <Raspberry Pi 4 Hodel B - ARMVE>

s fdtBus-0 (refs: 2) on mainbusd (refs: 2)
fdtBus-: <FDT bus controller> (@xffffe0e0202c140) level(1)

© [ 3] /dev/null kimpleBus-@ (refs: 15) on fdtBuse (refs: 2)

9 [ 3] /devm lsimpleBus-0: csimple bus controller> (Exff{f80600202cled) level(2)

19 [ 3] /fifes bem2711-gpic-@ (refs: @) on simpleBus@ (refs: 15

e [ 3] /null bemz711-gpio-8: <Broadcom GPIO controllers (exFfFfsepee262ceee) level(3)
1 [ 3] Jram bem2711-12ca-8 (refs: 8) on simpleBuse (refs: 15)

5[ bem2711-12ca-8: <Broadcom I2C controller> (@xFFf60o00202c730) Level(3)

emmc2-0 (refs: @) on simplebuse (refs: 15)

18 [ 3] /romfs emmc2-: <(ne driver attached)> (OxFFff30000202c8cB) level(3)

8 [ 3] /shm bcm2711-spia-@ (refs: 8) on simpleBuse (refs: 15

17 [ 5] /stdio_pty oxFfff300060213cde.M bem2711-5pia-8: <Broadcom SPI controllers (@xfFFE0000202c950) level(3) 282c468) lebel(3)
16 [ 5] /stdio_pty oxffff3eee00213cde.s bemz711-pun-0 (refs: @) on simpleBuse (refs: 15

13 [ 5] fen bema711-pum-b: cBreadeom Puet mmnumlaveus; -
28 [ 3] /tty

3 [ 5] /teyse

3 [ 3] /ttyst

2 [ 3] /tyCo/e ==> /ttyse

2 [ 3] /tyCo/l ==> /tiySl

7 [ 3] /vxbus

22 [ 3] host:
value = -140737485872848 = Oxffff8000e25c138 = buffer + exffffseee025:100

-» vxbDrvShow

ver [bcn2711 pwm] class [vxbFdtBus) [Broadcom Pt controller] [(@xtTFFff#f5esagc9s)] (refs: 1)

ver [bcm2711-spia] class [vxbFdtBus] [Broadcom SPI controller] (exfffffffgesaef2s) (refs: 1)

ver [bem2837-system-timera] class [vxbFdtBus] [Broadcom System Timer FDT driver] (exffffffffsesbi3ds) (refs: 1)
{river [genericPhy] class [vxbMiiBus] [Generic 10/186/100@ PHY driver] (exffffffffsoablabs) (refs: 1)

|Oriver [fdtBus] class [vxbNexusBus] [FOT bus controller] (exffffffffeesble7s) (refs: 1)

[oriver [simpleBus] class [vxbFdtBus] [simple bus controller] (exffffffffsesbl7ed) (refs: 2)

|Driver [plelx-uart] class [vxbFdtBus] [ARM AMBA UART FDT driver] (exffffffffgeshlsds) (refs: 1)

[Driver [ns16550] class [vxbFdtBus] [ns1655@ serial OF driver] (@xffffffffgesb193e) (refs: 1)

{oriver [pcib] class [vxbPciBus] [PCI generic bridge driver) (@xFFFfffffgesbicde) (refs: o)

[oriver [mainbus] class [root] [Raspberry Pi 4 Model B - ARMVB] (exfFffffffsesb2ese) (refs: 1)

The VXB_DRV driver and driver management structure

Drivers in VxBus are defined using a VXB_DRV structure that includes identification information and a method
table. This structure is used to manage drivers in the VxWorks system.
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Initialization of the structure

VXB_DRV vxbFdtBcm2711GPOCtIDrv =
{
{NULL},
"bcm2711-gpoctl", /* Name */
"Broadcom GPO CLK controller", /* Description */
VXB_BUSID_FDT, /* Class*/

0, /* Flags */
0, /* Reference count */
becm27116P0CtIDeviceMethods /* Method table */

} vxbSampleDrv;

LOCAL VXB_DRV_METHOD bcm27116P0CtIDeviceMethods[] =

{

/* DEVICE API */

{ VXB_DEVMETHOD_CALL(vxbDevProbe), vxbBcm27116P0OCtIProbe },

{ VXB_DEVMETHOD_CALL(vxbDevAttach), vxbBcm2711G6POCtIAttach },

{ VXB_DEVMETHOD_CALL(vxbDevShutdown), vxbBcm27116P0OCtIShutdown },

{ VXB_DEVMETHOD_CALL(vxbDevDetach), vxbBcm2711GPOCtIDetach },
VXB_DEVMETHOD_END

3

An array of methods usually contains the vxbDevProbe, attach, stop and detach methods and their mapping to the
source file methods.

The list ends with an empty entry. The vxbSampleDrv driver definition includes a pointer to this table.

The macro VXB_DRV_DEF( ) has a special function; it declares the driver structure as part of a link set.

VXB_DRV_DEF(vxbFdtBcm27116POCtIDrv);

It is this set of links that the kernel will use to call all the probe methods of the drivers and compare the device
name in the device tree with the one provided by the probe method

A mapping table is used by the pilot's probe method to make this comparison.
LOCAL const VXB_FDT_DEV_MATCH_ENTRY bcm2711GPeCtlMatch[] =

{ FDT
{Tbrcm,bcm2711—gpoctl",

(void ¥)NULL gpoctrl: gpoctrl@fel01000

}

{)} T i =["brcm,bcm2711-gpoctl”;
}; #address-cells = <1I>;

#size-cells = <0>;

reg = <0x0 0xfel01000 Ox0 ©x200>;
C’est peut étre le bon pilote clock-frequency = <54000000>;

pinmux-0 = <&gp@_pinseo>;

status = "okay";

};
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The vxbDevProbe( ) function matches the device with an existing driver by calling the vxbFdtDevMatch( ) method
or vxbPCIDevMatch( ) for PCT

LOCAL STATUS vxbBcm27116GP0OCtIProbe
(
VXB_DEV_ID pDev
)
{
/*
* Probe logic really depends on the device.
*/
//SPI_DBG (SPI_DBG_INFO, "probing for device match.\n");

return vxbFdtDevMatch (pDev, bcm27116POCtIMatch, NULL);
}

the vxbFdtDevMatch( ) function matches the DTB device with the driver.
An unattached pilot

gpOctrl-0 (refs: 0) on simpleBusO (refs: 15)
gpOctrl-0: <(no driver attached)> (Oxffff80000202cb40) level(3)

The vxbDevAttach( ) method allows the device to be attached to the driver by :

Allocating memory resources for the driver
Retrieve information from the device tree
Calls the device initialisation function
Handles interruptions

AR N N NN

Calls ttyDevCreate() to create a device terminal

9.3) Managing memory resources

The objective of resource management is to provide a standard resource structure to describe the different
types of resources (memories, inputs, outputs, interrupts) and to store them in an object referenced by a pointer
in the VXB_DEV structure.

VxBus GEN2 introduces the VXB_RESOURCE abstraction concept to manage register banks and interrupts.
Each resource has a common parent structure VXB_RESOURCE and a child VXB_RESOURCE_ADR or
VXB_RESOURCE_IRQ structure.
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typedef struct vxbresourceadr {
ULONG start;

ULONG end:

Void * virtual;

Virtual address;

Void *pHandle;

} VXB_RESOURCE_ADR ;

typedef struct vxbresourceirq {

UINT32 hvec; //hardware vector number irq
UINT32 Ivec; //logical vector number

Void *extra;

} VXB_RESOURCE_IRQ ;

Once the resources are initialized, a child structure can access them using the vxbResourceAlloc( ) function

VXB_DEV_ID pDev;
VXB_RESOURCE * pRes;
pRes = vxbResourceAlloc (pDev, VXB_RES_IRQ, 0);

memory resource allocation function
VXB_RESOURCE * vxbResourceAlloc
(
VXB_DEV_ID pDev, /* device to which we want to allocate the resource */
UINTI6 type, /* type of resource to be allocated */
UINTI16 idx /* identifier of resource to allocate */

)
The VXB_RESOURCE_ADR structure used with the register bank resources contains the physical start address of
the register bank, its virtual address and its size. The two resource types are VXB_RES_MEMORY and
VXB_RES_IO. VXB_RES_IO is only used for PCT on the ARM platform

Example: I2C driver

VXB_RESOURCE_ADR * pResAdr = NULL; // memory resource structure for I/0
VXB_RESOURCE * pRes = NULL; // memory resource structure for drivers
pRes = vxbResourceAlloc(pDev, VXB_RES_MEMORY, 0); // allocate memory resources for the structure
VXB_RESOURCE memory resource information drivers
//pRes = vxbResourceAlloc(pDev, VXB_RES_IO, 0);
if (pRes == NULL)
{
T2C_DBG (I2C_DBG_ERR, "failed to allocate memory resource");
goto errOut;
}
pResAdr = (VXB_RESOURCE_ADR *)pRes-> pRes; //the member pRes of VXB_RESOURCE is an object of type
VXB_RESOURCE_ADR
if (pResAdr == NULL)
{
T2C_DBG (I2C_DBG_ERR, "failed to allocate memory address resource\n");
goto errOut; }
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v # intRes VXB_RESOURCE * Inode={next=xpAENEAARRGERAGEET, id=Ax@18300E8, p..
= node S5L_NODE Inext=px8nEOEREAEREAERRA T
(4= 1d UINT32 Bx@lezbona
% pRes void * axffffooeea2e226ta
» owner VXB_DEV_ID Bxffffaeeee2e2c6ed
(9= vubSerial VXB_KEY @xoepapoboboeREAL2
» pClk VXB_CLE_ID {clkNode={next=6x00000000000000008, previous=exfff.
v pResAdr VXB_RESOURCE_ADR™ {start=0x00000008fc804008, virtAddr=8xffff3pe0063.
()= start PHYS_ADDR BxBoBEEREATeCR4000 ——— @ phys obtenue par FDT registres 12C
()= virtAddr VIRT_ADDR BxffFFE00006E3FO00 —— @ virtuelle MMU 12C
(9= size size_t @xoepapobopoealeos e TAT|LE MEMOIRE REGISTRES
% pHandle void 8x000000A000EA0020 e TYPEVXE _RES MEMORY
v # pRes VXB_RESOURCE ™ {node={next=Bxffff308002822720}, id=BxA1818868, p..
[ node 5L_NODE Inext=@xFFfFEppeaze22720}
()= id UINT32 axalalasas
» pRes void * @xffffooeea202876080
» owner VXB_DEV_ID Bxffffa0eee282c6ed
(9= vubSerial VXB_KEY @xoepapoeaboeREAL1
% pFdiDev VXB_FOT_DEV * {name=[@x63, @x32, @w63, Bxdd, @33, Bxe6, 38, ..
(9= i2cinClk UINTe4 axa80008081dcds5aa
¥ plalue void * BxfffIffffaeallloc
(%)= polled_mode UINT32 BxoapabBOR
i2cl: i2c@fe8040000
{
compatible = "brcm,bcm2711-i2ca";

A

reg = <0x0 Oxfe804000 Ox0 0x1000>;

interrupts = <149 0 4>;

interrupt-parent = <&intc>;

def-bus-frequency = <100000>;

clock-frequency = <500000000> ;
pinmux-0 = <&i2cl_pins>;

#taddress-cells = <1>;

#size-cells = <0>;

polled-mode = <0>;

status = "okay";

s
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9.4) Management of physical resources

a) Management of input and output pins

Some devices have inputs and outputs which are declared by the pinmux-o variable in the device tree as follows
i2cl: i2c@fe8040000

{

compatible = "brem,becm2711-i2ca";

reg = <0x0 Oxfe804000 0x0 0x1000>;

interrupts = <149 0 4>;

interrupt-parent = <&intc>;

def-bus-frequency = <100000>;

clock-frequency = <500000000>;

pinmux-0 = <&i2cl_pins>;

#address-cells = <1>;

#size-cells = <0>;

polled-mode = <0>;

status = "okay";

J3
The variable pinmux-o is associated with the address i2c1_pins which is defined by :
i2cl_pins: i2c1Pins

{
pin-set =<2 4 1/* gpio2 = sda, ALTO, PullUp */
341 /*gpio3 =scl, ALTO, Pullup */
¥
. * Pin Mode selection:
gpio number *

* @ = float

* 1 = pull-up
* 2 = pull-down
%

/*
Function selection:

= GPIO pin is an input

= GPIO pin is an output

= GPIO pin takes alternate function
GPIO pin takes alternate function
= GPIO pin takes alternate function
= GPIO pin takes alternate function
= GPIO pin takes alternate function
= GPIO pin takes alternate function

¥ X X X X X ¥ ¥ X ¥

NwWNOUV A RO
1]

UuhWwWNRO®
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Alternate
Function

Alternate
Function

2]5vPwr |

GPIO Pull ALT2 ALT3

GPIOO High PCLK SPI3_CEO_N

GPIO1 High DE SPI3_MISO

GPI102 High LCD_VSYNC | SPI3_MOSI

GPIO3 High LCD_HSYNC | SPI3_SCLK

GPIO4 High |GPCLKO DPIDO SPI4_CEON

In order to check the conformity of its input/output pins the vxbPinMuxEnable( ) function is used.

vxbPinMuxEnable( ) - enable the pinmux for the default state of a device
STATUS vxbPinMuxEnable

(

VXB_DEV_ID pDev /* pinmux device handle */

)

This routine attempts to enable pinmux for the default state of a specific device. Normally, a client device only
needs it to activate its default PINMUX configuration during boot time initialization.
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b) Clock management

Some peripherals are connected to the internal clocks of the circuit. The frequency of the clocks can be declared
in the device free
i2cl: i2c@fe8040000
{
compatible = "brcm,becm2711-i2ca”;
reg = <0x0 Oxfe804000 0x0 0x1000>;
interrupts = <149 0 4>;
interrupt-parent = <&intc>;
def-bus-frequency = <100000>;
clock-frequency = <500000000>;
pinmux-0 = <&i2cl_pins>;
#address-cells = <1>;
#size-cells = <O>;
polled-mode = <0>;
status = "okay";

5

vxbClkEnableAll( ) enable all clocks used by the device. This routine enables all clocks used by the device.
The clock information is linked to the nodes in the device tree.

if (vxbClkEnableAll (pDev) == ERROR)
{
I2C_DBG (I2C_DBG_ERR, "failed to enable clocks");
return ERROR;
}
OK if all clocks are enabled, ERROR if all clocks failed to be enabled.
vxbClkGet( ) - returns the clock handler
VXB_CLK_ID vxbClkGet
(
VXB_DEV_ID pDev, /* pointer to VxBus device */
const char * pClkName /* name to lookup */

)

This routine uses two ways to find a clock handler: first, it will try to find all clock registers in the clock list fdt
that match the name of the clock. if this fails, it will try to find in the clock domain platform the name of the
clock. once found, the clock handler is returned.

pClk = vxbClkGet (pDev, NULL);
if (pClk == NULL)
{
T2C_DBG (I2C_DBG_ERR, "failed to get clock ID.\n");
(void) vxbClkDisableAll (pDev);
return ERROR;
}

vxbClkRateGet( ) - This routine tries to get the clock rate
UINT64 vxbClkRateGet
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(
VXB_CLK_ID pClk /* clock handle */

)
i2cInClk = vxbClkRateGet (pClk); //500 Mhz in dtb
if (i2cInClk == CLOCK_RATE_INVALID)
{
T2C_DBG (I2C_DBG_ERR, "failed to get clock rate. Using default frequency\n");
i2cInClk = BCM2711_T2C_ICLK_FREQ;

}

c) Interruption management

Memory resource allocation is also required with resource type VXB_RES_IRQ
For interrupt functions, the following functions are available, all of which use the VxBus interrupt resource
manager:

VXB_RESOURCE * intRes ;
pDrvCtrl-> intRes = vxbResourceAlloc (pDev, VXB_RES_IRQ, 0);
if (pDrvCtrl-> intRes == NULL)
{
I2C_DBG (I2C_DBG_ERR, "vxbResourceAlloc VXB_RES_IRQ fail.\n");
goto errOut;
}

The vxbIntConnect function binds an ISR to a device interrupt resource.
STATUS vxbIntConnect

(

VXB_DEV_ID pDev, /* device descriptor */

VXB_RESOURCE * pRes, /* pointer o memory resource structure */

VOIDFUNCPTR pIsr, /* pointer to ISR interrupt routine */

void * pArg /* ISR input parameter */

)
The vxbIntEnable function enables an interrupt resource (at the PIC programmable interrupt controller).
STATUS vxbIntEnable

(

VXB_DEV_ID pDev, /* device descriptor

VXB_RESOURCE * pRes /* pointer to memory resource structure */

)

Disassociates an ISR from a device interrupt resource.
vxbIntDisconnect( )

Hides an interrupt resource (at PIC level).

vxbIntDisable()

In a multicore system, routes an interrupt to a specific core.
vxbIntReroute( )

pDrvCtrl-> intRes = vxbResourceAlloc (pDev, VXB_RES_IRQ, 0);
if (pDrvCtrl-> intRes == NULL)
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{
T2C_DBG (I2C_DBG_ERR, "vxbResourceAlloc VXB_RES_IRQ fail \n");
goto errOut;
}
else
{
if (OK |= vxbIntConnect (pDev, pDrvCtrl-> intRes,(VOIDFUNCPTR) vxbBcm2711I2cIsr pDev))
{
I2C_DBG (I2C_DBG_ERR, "vxbIntConnect failed.\n");
goto errOut;
}
else
{
if (OK != vxbIntEnable (pDev, pDrvCtrl-> intRes))
{
I2C_DBG (I2C_DBG_ERR, "vxbIntEnable fail. \n");
(void) vxbIntDisconnect (pDev, pDrvCtri-> intRes);
goto errOut;
}
printf("I2C Interrupt was installed.\n");
}
}

Caution in ISR no access possible on inputs and outputs
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d) Interruptions in the device tree

d.1) concept

Interruptions are service requests made by SOC devices

The SOC in its environment is designed to process information in "real time". The application is coupled to the outside
world, through the frequent exchange of messages and analogue signals at unscheduled times. In order to respond
to external requests, the SOC is obliged to change its state according to the priorities of the current and requested
operation.

Note: Using interrupts allows the SOC to be relieved of certain repetitive tasks (monitoring whether an external
device is ready to place data on the data bus, for example) that consume machine cycles. Indeed, with an efficient
management of interrupts, the SOC no longer needs to observe its environment (scanning) permanently, thanks to
the interrupt lines, the interfaces are able to stop the running of the main program and to indicate that they require
external information to be taken into account.

Interrupts are events (usually external) or instructions that interrupt the current task (after the current
instruction has been executed), in order to run another program (interrupt program). At the end of the latter, the
task resumes exactly where it was interrupted. There are therefore GPIO, I2C, SPT and ETHERNET pins on the SOC
dedicated to receiving interrupt requests. An interrupt is usually asynchronous: it can occur at any time.

An interruption usually occurs for : i

v report an event on a device ;
v" request a dialogue between a peripheral and the CPU core that runs the tasks.

Interruption N1 ><
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d.2) The key words of the device tree:

#interrupt-cells

This property specifies the number of parameters it receives from an interrupt user device.
For this version of the driver, it can be 1 or 3.

If #interrupt-cells has a 1 parameter, then the parameter is the interrupt vector number.
example: interrupts = 34; this means that the interrupt number is 34.

If #interrupt-cells has 3 parameters, the first parameter is the interrupt vector number,
the second is the type of interrupt (O for SPI, 1 for PPI),

the last one corresponds to the interruption flags:

bit[3:0] :
type of interrupt trigger. Ox1 for rising edge trigger, Ox4 for active high level trigger.

bit[15:8]: interrupt CPU mask. indicate which CPU will handle this interrupt.
each bit represents one core, starting from core 0. If none bit is
set, core O will be chosen to handle this interrupt.
Note: for SPI, only one CPU target is allowed.

bit[23:16]: interrupt priority.

Example: interrupts = 34 O 4; this means that the interrupt vector is 34, the type is SPI, the priority is O,
the link to the processor is O, the high level trigger is active.

max-int-Ivl
This property specifies the maximum number of interrupt requests supported by the chip.

interrupt-controller
This property specifies that this node is an interrupt controller of the SOC.
Example

intc: interrupt-controller@00a01000
{
compatible = "arm gic";
interrupt-controller;
#interrupt-cells = <3>;
reg = <0x00a01000 0x1000>,

<0x00a00100 0x100>;

max-int-Ivl = <160>;
J3

explanation of some abbreviations

CPC - Cross Processor Call
IPT - Inter Processor Interrupt
GIC - General Interrupt Controller

PAGE 57 PETITPA




| The VXWORKS real-time operating system 03/08/2022

SGI - Software Generated Interrupt
PPI - Private Peripheral Interrupt
SPT - Shared Peripheral Interrupt

gpio: gpio@fe200000
{
compatible = "brecm,becm2711-gpio”;
gpio-controller;
#gpio-cells = <4>;
reg = <0x0 Oxfe200000 0x0 0x00f4>;
interrupts = <145 0 1
146 0 1>,
interrupt-parent = <&intc>;
pinmux-0 = <&gpio_pins0>;
status = "okay";

5

d.3) Sources of interruption

The raspberry PI4 (SOC BROADCOM 2711) has a GIC-400 interrupt controller of the PPI and SPI type
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GIC-400
(repeated 4 times)
Core n HP timer IRQ ———+——» PPIID 26
Core n V timer IRQ ————» PPI ID 27
Legacy FIQn —= PP|ID 28
Core n PS timer IRQ ——+——» PPI ID 29
Core n PNS timer IRQ —+——» PPI ID 30
Legacy IRQn —® PPl D 31
ARM Mailbox IRQs =l SP| |Ds 32-47
16 mamicnl- G|C FIQn/IRQN
Core 0 PMU IRQ —» SPIID 48 8
Core 1 PMU IRQ —» SPIID 49
Core 2 PMU IRQ — SPIID 50
Core 3 PMU IRQ —m SP|ID 51
AXIERR IRQ » SPIID 52
Local timer IRQ — SPIID 53
ARMC peripheral IRQs =il SP| |Ds 64-79
13) VECTOR
VC peripheral IRQs =i SP| |Ds 96-159 — II\ISI;MBER 96 a
64

ETH_PCle L2 IRQs ﬁ SPI'IDs 160-216
=¥

VC = videocore 64 TRQ NUMBER

The videocore has 64 interrupt lines (IRQ number)
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# IRQ 0-15 # IRQ 16-31 # 1IRQ 32-47 # IRQ 48-63

0 Timer 0 16 DMAD 32 HDMI CEC 48 SMI

1 Timer 1 17 DMA 1 33 HVS 49 GPIO 0

2 Timer 2 18 DMA 2 34 RPIVID 50 GPIO 1

3 Timer 3 19 DMA 3 35 sDC 51 GPIO 2

4 H264 0 20 DMA 4 36 DsIO 52 GPIO 3

5 H264 1 21 DMA 5 37 Pixel Valve 2 53 OR of all 12C

6 H264 2 22 DMA 6 38 Camera 0 b4 OR of all SPI

7 JPEG 23 DMA7 &8 39 Camera 1 55 PCM/I12S

8 ISP 24 DMA9 & 10 40 HDMI 0 56 SDHOST

9 USB 25 DMA 11 a1 HDMI 1 57 OR of all PLO11
UART

10 V3D 26 DMA 12 42 Pixel Valve 3 58 OR of all ETH_PCle
L2

11 Transposer 27 DMA 13 43 SPI/BSC Slave 59 VEC

12 Multicore Sync 0 28 DMA 14 44 DslI1 60 CPG

13 MultiCore Sync 1 29 AUX 45 Pixel Valve 0 61 RNG

14 MultiCore Sync 2 30 ARM 46 Pixel Valve 1 & 4 62 EMMC & EMMC2

15 MultiCore Sync 3 21 DMA 15 47 CPR 63 ETH_PCle secure

Some sources share the same IRQ number and therefore the same vector number (SPI I2C and UART buses). It
will therefore be necessary to search in the flags of the peripheral interrupt registers for the source of the
interrupt if several peripherals share the same vector number.

AUX_IRQ VC peripheral IRQs

UART1 IRQ = 0 ‘L.’{/

> 1 - 29

— =

PACTL_CS
SPI0OIRQ ———8 0 -
SPM1IRQ —+—p 1 —I IRQ number
SPI2IRQ ——#= 2 —
SPIZIRQ ———# 3 ——
SPMIRQ — | 4 — g =
SPISIRQ ——B= 5 — =

G

SPI6 IRQ ————

—
12C0 IRQ ——

12C1 IRQ ———= 9

12C2 IRQ ———#= 10

12C3 IRQ ————# 11

12C4 IRQ ———— 12 ) = =
12C5 IRQ ———# 13

12C6 IRQ ————#= 14

12C7 IRQ ————® 15

}L:D

o

UARTS IRQ —1—® 16
UART4 IRQ —1—®= 17
UART3 IRQ —1—® 18
UART2 IRQ —1—® 19
UARTO IRQ —1—® 20
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For the I2C1 we will therefore have the vector 96+53=149

i2cl: i2c@fe8040000
{
compatible = "brcm,bcm2711-i2ca”;
reg = <0x0 Oxfe804000 0x0 0x1000>;
| interrupts = <149 0 4>;
interrupt-parent = <&intc>;
def-bus-frequency = <100000>;
clock-frequency = <500000000>;
pinmux-0 = <&i2cl_pins>;
#address-cells = <1>;
#size-cells = <O>;
polled-mode = <0>;
status = "okay";

5

The isrshow command displays the implemented ISR routines with the associated vector number (tag)

-> isrShow

ISR ID Name Tag HandlerRtn
Bxfff800086809568 isrl 27 tHffffffgela4404
Bxffff800080009660 isr2 99 bemSystTimerInt
Bxffff8060860098a0 isr3d 125 ns16558vxbInt
Bxffff8eeooeepsft8e isrd 153 863 1+73e0
Bxffff80006000a088 isrs 145 88314834
axffff8ee0e800a340 isre 149 ffffffffeezdsboe
exffff8o000000a6c8 isr7 150 ffffffff8e3a7cdc
Bxffff8e6086008ab0d isrd 189 88316160
Bxffff8eeoe81dbi828 isrg 256 fHffffffae3ease4
axffffieeooeldbsee isrle 257 fHffffffee2cfend
exffffeeeoee21bf2e isrll 258 windRescheduleNotify
value = 8@ = Bx0

-> ]

The vxbIntShow command displays the interrupt settings for each device

->» wxbIntShow
Number of registered interrupt contreollers: 2

Vector entry lWec 145: numero de vecteur

Name: [bcm271l1-gpio:8]
Interrupt service routine: @xffffffff8e4efcs8c
ISR argument: @xffff8e0eeopea0se

LVec wvalue in interrupt resource is correct
Resource owner: [bcm2711-gpio@]

Resource ID: 8x01830000

Resource hVec: 145

Resource 1lVec: 145

Resource ISR pointer: @xffffffff88314834

Resource ISR context: e@xffffseooeo22cceoe

Resource flags: 8x08888801

CPU mask: ©Ox00000001 Triggering: edge Polarity: active high Priority: ©
Flags: ©ox@ooeeoel

Entry is: [CONNECTED] [NOT ENABLED]

Interrupt controller device:

[armgicB8]

Interrupts are popular in order to avoid wasting processor resources but are not very popular for the global
determinism of the OS because a task can be pre-empted at any time by an interrupt service routine. In a single-
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tasking context, it is possible to ask for interrupts to be locked in a critical zone of a task in order to keep this
global determinism (intLock function)

int intLock (void)

This routine disables interrupts. I't can be called from the interrupt or task level. The intLock( ) routine returns an
architecture-dependent lock key representing the interrupt level before the call; this key can be passed to
intUnlock( ) to re-enable interrupts.

Calling a VxWorks system routine with locked interrupts may cause the interrupts to be re-enabled for an
indeterminate period of time. If the called routine hangs or a higher priority task becomes READY, the interrupts
will be re-enabled while another task is running or while the kernel is idle.

To prevent interrupts from being reactivated in the event that a called routine causes a higher priority task to
become eligible for execution, the taskLock() primitive can be used to disable replanning. Note that if a task is
blocked or suspended, the scheduler will always select the highest priority ready task to run (or become inactive),
regardless of whether the task has locked the preemption via tfaskLock(), and so interrupts will be re-enabled.
The interrupt lock level is an attribute of a task, i.e. it is part of the task context.

Thus, if a task disables interrupts and then invokes a VxWorks system routine that causes the calling task to stall
or prepare for a higher priority task, the interrupt lock level will be restored when the task execution is
rescheduled later. For example, in the following code fragment, interrupts will be disabled after the return of the
taskDelay( ) :

lockKey = intLock ();

... (work with interrupts locked out)
taskDelay (sysClkRateGet() * 10); /* delay for 10 seconds */

... (work with interrupts locked out)

Finally, the above descriptions only applies for tasks since ISRs are not permitted to block or suspend, and task
rescheduling only occurs when an ISR completes execution.

EXAMPLES
lockKey = intLock ();

... (work with interrupts locked out)

intUnlock (lockKey);
To lock out interrupts and task scheduling as well (see WARNINGS above):

if (taskLock() == OK)

{
lockKey = intLock ();

... (critical section)

intUnlock (lockKey);
taskUnlock();
}

else

{

... (error message or recovery attempt)

}
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| intUnlock( )

void intUnlock

(
int lockKey /* lock-out key returned by preceding intLock() */

)

This routine re-enables interrupts that were disabled by intLock( ). The lockKey parameter is an architecture-
dependent lock key returned by a previous intLock( ) call.

d.4) Interrupt handling in C

Memory resource allocation is also required with resource type VXB_RES_IRQ
For interrupt functions, the following functions are available, all of which use the VxBus interrupt resource
manager:

VXB_RESOURCE * intRes ;
pDrvCtrl-> intRes = vxbResourceAlloc (pDev, VXB_RES_IRQ, 0);
if (pDrvCtrl-> intRes == NULL)
{
I2C_DBG (I2C_DBG_ERR, "vxbResourceAlloc VXB_RES_IRQ fail \n");
goto errOut;
}

The vxbIntConnect function binds an ISR to a device interrupt resource.
STATUS vxbIntConnect

(

VXB_DEV_ID pDev, /* device descriptor */

VXB_RESOURCE * pRes, /* pointer to memory resource structure */

VOIDFUNCPTR pIsr, /* pointer to ISR interrupt routine */

void * pArg /* ISR input parameter */

)

The vxbIntEnable function enables an interrupt resource (at the PIC programmable interrupt controller).
STATUS vxbIntEnable

(

VXB_DEV_ID pDev, /* device descriptor

VXB_RESOURCE * pRes /* pointer to memory resource structure */

)

Disassociates an ISR from a device interrupt resource.
vxbIntDisconnect( )

Hides an interrupt resource (at PIC level).

vxbIntDisable()

In a multicore system, routes an interrupt to a specific core.
vxbIntReroute( )
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pDrvCtrl-> intRes = vxbResourceAlloc (pDev, VXB_RES_IRQ, 0);
if (pDrvCtrl-> intRes == NULL)
{
T2C_DBG (I2C_DBG_ERR, "vxbResourceAlloc VXB_RES_IRQ fail.\n");
goto errOut;
}
else
{
if (OK != vxbIntConnect (pDev, pDrvCtrl-> intRes,(VOIDFUNCPTR) vxbBcm2711I2cIsr pDev))
{
I2C_DBG (I2C_DBG_ERR, "vxbIntConnect failed.\n");
goto errOut;
}
else
{
if (OK != vxbIntEnable (pDev, pDrvCtrl-> intRes))
{
I2C_DBG (I2C_DBG_ERR, "vxbIntEnable fail.\n");
(void) vxbIntDisconnect (pDev, pDrvCtrl-> intRes);
goto errOut;
}
printf("I2C Interrupt was installed.\n");
}
}
Attention in ISR no access possible on the inputs and outputs
Accessibility of methods in the pilot

We add a new structure in the device descriptor that will allow us to point to the different functions of the driver

typedef struct bcm2711_GPOCtI_drv_ctrl
{
DEV_HDR devHdr; //system header contains the system name the driver nhumber @ system
descriptor is also @system header
VXB_DEV_ID pDev;
void * baseAddr; //pRegBase
void * handle;
VXB_RESOURCE * gpOctlRegRes:;
VXB_RESOURCE * pinRegRes;
UINT32 clkFrequency:

struct vxbGpOctIFunctionality p6pOctiFunc;

} BCM2711_GPOCTL_DRVCTRL;

struct vxbGpOctIFunctionality
{
BOOL allocated; /* flag used to denote timer allocation */
STATUS (*GPOCtlinit)
(
void * pCookie, UINT32 div

);
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STATUS (*6POCtIDisable)
(
void * pCookie
)
¥

In the attachment function we will make the link between methods reachable by the user and declared in the
previous structure and the methods of the driver

LOCAL STATUS vxbBcm27116P0CtlAttach

(
VXB_DEV_ID pDev
)
{
BCM2711_GPOCTL_DRVCTRL * pDrvCtr;
struct vxbGpOctIFunctionality * pTFunc;
pTFunc = &pDrvCtrl-> p6pOctIFunc;
pTFunc-> GPOCtlinit = vxbBcm2711GPOCtIInit;
pTFunc-> GPOCtIDisable=vxbBcm27116P0CtIDisable;

Special case of the GPIO controller

The two vxbFdtBcm27116pio libraries associated with the generic vxbGpiolLib library allow the implementation of
interrupts on the GPIO without explicit declaration of the GPTO device descriptor. The functions are as follows:

The vxbGpioIntConnect function binds an ISR to a device interrupt resource.

STATUS vxbGpioIntConnect
(
UINT32 id, /* GPIO ID */
VOIDFUNCPTR pIsr, /* ISR */
void * pArg /* parameter */

)

The vxbGpioIntConfig function is used to configure the interrupt

STATUS vxbGpioIntConfig
(
UINT32 id, /* GPIO ID */
INTR_TRIGER trig, /* trigger mode */
INTR_POLARITY pol /* polarity */
)
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This routine sets the interrupt trigger mode and its polarity.

The trig argument specifies the trigger mode. This argument could be any of the following values:
INTR_TRIGGER_CONFORM :0 - does not change the trigger mode of the device tree

. INTR_TRIGGER_EDGE:1 - edge-triggered interrupt.

INTR_TRIGGER_LEVEL :2 - level triggered interrupt.

The pol argument specifies an interrupt polarity. This argument could be any of the following values:
INTR_POLARITY_CONFORM :0 - does not change the device tree interrupt

polarity. INTR_POLARITY_HIGH :1 - logic level high/rising edge.

INTR_POLARITY_LOW :2 - logical low level/downward edge.

The vxbGpioIntEnable function enables an interrupt resource

STATUS vxbGpioIntEnable
(
UINT32 id, /* GPIO ID */
VOIDFUNCPTR pIsr, /* ISR */
void * pArg /* parameter */

)
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10) Association of a device with an input-output system

10.1) Principle
we will associate a device via a file descriptor. Calling the device drivers will be done through the :
- open/creat/close/remove

- read/write/ioctl

- a device will be associated with one and only one driver. The driver handles requests to the device through its
xxopen xxwrite methods .....

Startup Code

open () close () read() write() ioctl()

ioLib

A 4

/ iosDrvInstall ()

iosDevAdd () iosLib
v /r / l

xxDrv () xxDevCreate () xxOpen () xxClose () xxRead () xxWrite () xxTIoctl ()
xxDrv

The use of a device as an I/0 device has the following purpose
- hide material constraints
- decouple the application from the material

- protect/share access

The Principles adopted are :

- a device is seen as a file
- The use of the input/output system (IOS)
- standardised IOS primitives
call by device
open/creat/close/remove
read/write/ioctl
- a device is associated with one and only one driver

- the driver handles requests on the device
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The devs command provides a list of device descriptors

[wxlorks *=]# dews
drv refs name

L0 3] F

2 [ 3] /bin ==3 JSsdBa/sysroot,/bin

2 [ 2] /boot ==23 SsdBa/sysroot/boot
2 [ 21 /sdew ==> [

2 [ 21 fetc == J/sdBa/sysroot /fetc

12 [ 3] /fifos

17 [ 3] fhost.host

15 [ 3] sfinput/ewvent

2 [ 3] rflib ==3 SsdBa/ssysroot/1lib

8 [ 2] /null

11 [ 21 fram@

14 [ 21 /Srandom

6 [ 2] /sdBa

A4 [ 3] /shm

9 [ 3] fstdio_pty Oxffff500008452118.M
8 [ 3] fstdio_pty BxffffS5000900452110.5
9 [ 3] /stdio_pty Oxffff800000452bf0 .M
8 [ 3] /stdio_pty Oxffff800000452bf0.S
g [ 3] fstdio_pty BxffffS5000084531F0.M
8 [ 3] /stdio_pty BxffffS0080084531f0.S
23 [ 2] /stest

11 [ 2] /tmp

3 [ 3] fttyse

3 [ 3] fttysl

14 [ 3] furandom

2 [ 21 fusr ==> S/ sdBa/sysroot/usr

17 [ 21 fwrs

13 [ 2] /f=zero

[wxlkorks =]#

10.2) Character devices

Installation of an I/0 driver
iosDrvInstall( ) - installs a kernel I/0 driver
This routine must be called once by each I/0 driver.

Tt connects the various I/0 service calls to the driver service routines and assigns a number to the driver by
adding the driver to the driver table. It returns the driver number

int iosDrvInstall
(
DRV_CREATE_PTR pCreate, /* unused */
DRV_REMOVE_PTR pRemove, /* pointer to driver remove function */
DRV_OPEN_PTR pOpen, /* pointer to driver open function */
DRV_CLOSE_PTR pClose, /* pointer to driver close function */
DRV_READ_PTR pRead, /* pointer to driver read function */
DRV_WRITE_PTR pWrite, /* pointer to driver write function */
DRV_IOCTL_PTR pIoctl /* pointer to driver ioctl function */
)

PAGE 68 PETITPA




The VXWORKS real-time operating system

03/08/2022

numdrv=iosDrvinstall(&devcreate,0,&devopen,0,&devread,&dewrite, &devioctl)

La fonction définit les routines du pilote pour les 7

fonctions d’E/S

Le systéme d’E/S renvoie le
numéro de pilote
Ex : numdrv=2

—

Le systéme d’E/S détermine la prochaine
Ligne libre dans la table des pilotes

Le systéme d’E/S met a jour les

routines du pilote

dans la table en entrant les addresses

desfonctions

create remove /@nl \{IX\\ read write joctl
; IR
g % N P VI NN
Tal?le des 2 &devcreate &devopen &devread &devwrite &devioct!
pilotes
3
a
-> iosDrvShow( )
drv remove open close read write ioctl
8 8xe BuffEffFfE02d1fal0 Buffffffff302d21e0 OxffEFFfff802d2184 Bxffffffff802d1T44 Bxffffffff302d203c
1 Guffffffffi03caadd Buffffffff803cab3d Ouffffffffi@lcaecd OxfffFffff803caefd OQuffffffff803caf2c Bxffffffff03cafol
2 BufffffffféB6eafec BuffffffffB06ebd74 OxffffffffiBoeblsd ox@ Bx0 BxffFfFfff806eb3cs
3 oxd BuffAEFFFFE02b8d38 Buffffffff802b8dad Oxffffffff802baded Bxffffffff802bablc Bxffffffff302b8dfE
4 Oxffffffffe0456ffe Oxffifffffod57lec Oxfffffffo04575¢e4 OxffffFfffB04576a0 OxffffffffB04576a0 Oxffffffff304576d4
5 ©x@ OxffffffffE02b50ed OxffffffffE02b5230 OxfffFFfffB02b52b0 OxffffffffB02b53d0 Oxffffffff02b550c
6 Bxffffffff8037fd3c Buffffffff8037cedc OxffiffiffEB37ecad Bxffffffff80380acc Bxffffffff30380b04 BxffffffffE037d5T4
7 8x8 Bxff 80367588 Buffffffff80367768 Bxffffffff80367864 Bxffffffff80367bdd BxffffffffB0367fcd
8 Oxe Buff 8020680 BxffffffffE02bo8LE Oxffffffff802b6940 Bxffffffff802b6abd Bxffffffffi02bbadd
9 8x BuffHEffffE02b6c30 Buffffffff302bochbl Oxffffffff802bbddc Bxffffffff802bbddc Bxffffffff302b6ebd
18 oxe BuffHEFFFF803bbbed Buffffffffi03bbced Oxffffffff803bbd3c Buffffffff803bbdad Bxffffffff303bbdca
11 OxffffffFfe83c37bd QuffFHfFFf803c2984 Buffffffff803c3chl OxffEFffff803c38e0 Buffffffff803c3abl Bxffffffff03cdalc
12 Oxffffffffi02bbead Quffffffffi02bcB9c Buffffffff02bcded OxfffFffff802bc568 Bxffffffff802bchbl Bxffffffff802bc750
13 oxe Oxffffffffo02d18c0 Oxffffffffo02d1914 OxfEfFFfff802d192¢c OxffffffffB02d1960 OxffffffffB02d197¢c
14 @x@ Oxfffffffre02d1460 Oxffffffffi02d14bd OxfffFFfffB02d14cc OxffffffffB02d1590 Oxffffffffi02d1608
15 exe Bxff 80350038 BxffffffffE0350154 Bxffffffff80350278 Bxffffffff883503c@ BxffffffffE03564d0
16 Bxe B8 Bxffffffffé052ed2c Oxffffffff8052ed9d Bxffffffff8852eddc Bxffffffffi052ee2d
17  Oxffffffff80220ebc Guffffffff80221168 Bxffffffff802217b4 Oxffffffff802218e0 Bxffffffff80221cac BxffffffffE0221e48
18 Ouffffffffi03aledd Quffffffffi03a2fcc Buffffffffi03a4078 OxfffFffff803ad1d0 Bxffffffff303added Bxffffffff303a4804
19 Ouffffffffi03a8290 Quffffffffi03a8afd Buffffffffi03a9b34 OxffEFffff803a9df4 Buffffffff8032al120 Bxffffffff803aa454
20 o9xe B FAEFFFFE056d0bA Bxffffffff3056d388 OxffEFFFf8056d474 Bxffffffff8056d56c Bxffffffff3056d6b3
21 o=@ B FFEFFFFE0578b68 BuffffffffB0578e10 OxfffFffff80578ebc Bx0 Buf FHEFFFFE057903c
22 Oxffffffffe064c394 Oxffffffffo06dcSac Oxfffffffi0odccdd OxffffffffB064cebd OxffffffffB064dlad Oxffffffff3064d470
23 oxe OxffffffffE0d631f4 OxffffffffE0d63230 OxfffFFfffB0d63260 OxffffffffBade32dd oxffffffffiade3l4e
value = 123 = 0x7b = "{' = buffer + Bx4b

-
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Adding the device descriptor to the device list

Character devices are dynamically added to the system I/O list by calling the internal I/0 routine iosDevAdd()

STATUS iosDevAdd
(
DEV_HDR * pDevHdr, /* device descriptor */
const char * name, /* name of the output input system */
int drvhum /* driver number*/
/* returned by iosDrvInstall() */

status =iosDevAdd(&devO0,"/ttyD1", 2);
1)
Le systéme d’E/S ajoute
le descripteur de
périphériques a laliste
des périphériques
(2)
Nom | /ttyDO /ttyD1 /ttyD2
périphérique
Numéro g 1 2 2
pilote
Liste
- ff? Donnée Donnée Donnée
peripheriques dépendante du dépendante du dépendante du
périphérique périphérique périphérique

Le numéro de pilote corespond a I'index
de la table des pilotes

3)
create remove open close read write ioctl
V]
1
Table des 2
ilotes

P 3
4
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-» iosFdShow

fd name drv
3 /ttyse 3 in out err
4 (ancnpipe) 18
5 (socket) 21
6 (socket) 21
7 (socket) 21
8 (socket) 21
9 (socket) 21
18 (socket) 21
11 (socket) 21
12 (socket) 21
13 (socket) 21
14 (socket) 21
15 (socket) 21
16 /stdio_pty exffffseeeee263b6e.M 17
17 (socket) 21
18 (socket) 21
19 /stdio_pty exffffzeeeee263b6e.s 16
value = 58 = 8x32 = '2"' = buffer + 8x2
-

10.3) opening an input-output device

The mechanism for opening a device is described in 7 steps

Le systémel/O fait

passer les paramétres

devl=devopen(&dev, "/ttyD1",0_RDONLY0)

Fd=open("/ttyD1",0_RDONLY,0

Le systéme /O réserve
un slot dans la table
7) Le systéme |/Q compléte
Le systeme /O renvoie Numéro %+ le numéro depilote
I'index delatable Fd pilote pilote etI’@ du fescript
périphdrique

0
Table des
descripteurs de 1
fichie fd B
2 Le systéme /O appelle la

fonction d’ouverture

2 | dev grace au descripteur de

1)

Le systéme I/O trouve systeme
Le nom dans laliste des
périphériques
14
Nom |  /ttyDO /ttyD1 /ttyD2
périphérique
Numéro o | 1 2 2 Le systéme /O lance
pilote La fonction
Liste
- ﬁ:s- Donnée Donnée Donnée
periphenques dépendante du dépendante du dépendante du
périphérique périphérique périphérique
Le numéro de pilote correspond a I'index
de la table des pilotes, le systeme 1/O récypére
L'@ de la routine
e @
create remove open close read write ioctl
[
1
&dewe
Table des 2 o
ilotes
P 3
4

PAGE 71 PETITPA




The VXWORKS real-time operating system 03/08/2022

10.4) reading an input-output device

The mechanism for reading a device is described in 4 steps

(3) Le systemel/O fait
passer les paramétres

nb =read(fd,tampon,longueur); nb = devRead(&dev1l, tampon, longueur);

(.1) Numéro )
L’I/OS trouve l'index pilote De'scrl pt
dans la table fd pilote
0
1
2 L'l/OS appelle la routine read
3 2 &dev (4) correspondante
\
Le numéro de pilote comrespond aI'index
de la table des pilotes (2)
create remove open close ioctl

2 &devread

Uninstalling and removing a device
Int ret = iosDrvRemove (int drvNumber,int protOpen)

ret= FALSE: driver not uninstalled if a device is open
ret=TRUE: an open device is closed and implicitly destroyed, the driven one is uninstalled

withdrawal

status = iosDevDelete( DEV_HDR * pDevHdr );
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Block device drivers interact with a file system

Application

'

Systéme
d’entrées sorties
Table pilote

[ ]

!

Systeme de
fichiers dosfs,
nfs,HFRS

'

Pilote de
périphérigue type
bloc

Périphérique
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Creating a stand-alone environment on SDCARD

11.1) Presentation

Tt is interesting in an embedded environment to have a card that is completely autonomous without a PC nearby. A
board capable of launching applications in standalone mode. Several methods exist under Vxworks when creating
the kernel

11.2) ROMFS

A ROMFS file system project of fers the possibility of grouping applications

and VxWorks files with the operating system without the need for a local disk or a network connection to a remote
disk. When VxWorks is configured with the ROMFS file system, files of any type can be included in the operating
system image by adding Yo a ROMFS directory on the host system. The build produces a single system image that
includes both VxWorks and the files in the ROMFS file system directory.

When VxWorks is booted with this image, the ROMFS file system and the files it contains are loaded with the
kernel. In addition, RTP applications can be coupled with an automated boot function so that they run automatically
at boot time. A ROMFS file system thus offers the possibility of creating fully autonomous systems.

~ [@ ROMFS file system FOLDER_ROMFS
v & ROMFS file system INCLUDE_ROMFS
Z Device name ROMFS_DEV_NAME “/romfs”
~ 3 ROMEFS file system driver INCLUDE_ROMFS_DRV
% Default maximum open files (ROMFS) ROMFS_MAX_OPEN_FILES NUM _FILES
. N Lo
v PENIER s o ¢
= & Kerns &5 Build Project Ctrl+B, Cirl+P | i-; UTILS.2.0.9 0 Menu
Be Build % Rebuild Project P Al
. Builet = BERE RIS &P UTILS 2 090 BOOTAPP_2 090 Menu
#F Binar Build > € UTILS CRC
(B! Inclu o er 2.0,
GO0 Gefa MNew ¥ [ Project.. |
€ dhcp (@ Edit Kernel Configuration j ‘Wind River Workbench Project
& dhep =S Ao e
Ul Mew Wind River Werkbench Project O *
Build Type =
" = ile
Select the build type for the project. /
Based on Category | All b
Build type: ROMEFS File System o
Description: Creates a ViWorks read-only memory file system that can be

cenfigured into a kernel image, including its file contents, Its main
purpose is to store real time process applications and shared user
libaries in deployed systerns (particularly those without any other
file system), but can be used to store any sort of files,

Setup information
Resulting project type: ROMFS File Systermn Project

m

)
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[l Mew ViWorks ROMFS File System Project d .
Project =
T
Create a new ViWorks ROMFS file system project. 1
Project

Project name: | ROMFS' |

Location
(®) Create project in workspace
() Create project at external location

() Create project in workspace with content at external location

Directary: | DA\WindRiver\workspace\ROMFEST Browse.,

@J < Back Mext > Cancel

v BE ROMFS (VxWaorks 21.11 ROMPFS File Systemn Project)
mEm VxWorks ROMFS File System Contents

| W Wnrks ROMES File Sustem Cantente
m' Edit Contents

Open Development Shell...

Code Coverage ¥
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.lrg| dkmreceptuart.c | diem.c ] ripee
Filtering
[] Show all projects

(Mone)

Host contents:

W E'“% ROMES (VxWarks 21,11 ROMES File Systerm P
M| .cproject

= .gitignore
|%] .project

(= .settings

|X] wrproject

| g Makefile

| @ content.makefile

£ >

Expand All | | Collapse All

] dikm.c

Add Falder recurs

Add External...

\.c] loraemission.c

Build context for build target host paths

(Mone]

{(Nane)

Target contents:

B ROMFS 51 | n =40

[;_ﬂ. gpiol.o

Remouve

Mew Folder...

Target path: |

Host path: |

11.3) Launching a DKM at start-up

Have the INCLUDE_USER_APPL component checked in the VIP

« [ Startup
v (@ Application initialization
@ 1.Pre-kernel initialization
(¥ 2.Post-kernel initialization
@ 3. Pre-network initialization

FOLDER_STARTUP

FOLDER_APPLICATION_INITIALIZATION
INCLUDE_USER_PRE_KERNEL_APPL_INIT
INCLUDE_USER_POST_KERNEL_APPL_INI
INCLUDE USER PRE NETWORK APPL_IN

4. Kernel entry point (default) (default)

v RTP startup facility
@ 5.User space entry point
(¥ 6. RTP launcher
@ 7. Boot line RTP launcher
(7 8. Shell script

INCLUDE_USER_APPL :]
TOLDIR I STARTUL TACILITY
INCLUDE_RTP_APPL_USER
INCLUDE_RTP_APPL_INIT_STRING

INCLUDE_RTP_APPL_INIT_BOOTLINE
INCLUDE_RTP_APPL_INIT_CMD_SHELL_SCF

Adds a call to the entry point function of the myAppStartup application in the usrAppInit.c file
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v T PIAVIP (VxWorks 21,17 VIP Project
{®' Kernel Configuration
EE{,‘t Build Targets (default)
v BE ROMFS (VeWorks 21,11 ROMFS File System Praject)
[€] linkSyms.c
[F] priComps.h
[g priConfig.c
[n priParams.h
[¢ rtoPartition
L] usrktpApplnit.c
[h] vibFdtBcrm2711Gpio.h
[h| wvbFdtBcm271112c.h

[g] vxbFdtBern271112ca.c

/******************************************************************************

*

* usrAppInit - initialize the users application
*/

void usrAppInit (void)

{
#ifdefUSER_APPL_INIT
USER_APPL_INIT; /* for backwards compatibility */
#endif
/* : add application specific code here */
myAppStartup():
}

Launching an RTP at start-up

You can use the VxWorks application startup function in conjunction with the usrRtpAppInit( ) initialization
function to start applications automatically when VxWorks starts.

To use this method, VxWorks must be configured with the INCLUDE_RTP_APPL_USER component, which includes
the file in your project automatically.

w [ Startup FOLDER_STARTUP

« [ Application initialization FOLDER_APPLICATION_INITIALIZATION
@ 1. Pre-kernel initialization INCLUDE_USER_PRE_KERNEL_APPL_INIT
@ 2. Post-kernel initialization INCLUDE_USER_POST_KERNEL_APPL_INIT
@ 3. Pre-network initialization INCLUDE_USER_PRE_NETWORK_APPL_INIT
EE 4. Kernel entry point (default) (default) INCLUDE_USER_APPL

ﬁ b e e
CE 5. User space entry point INCLUDE_RTP_AFPPL_USER I
¥ b. uncher _KIF_ 5| B
@ 7. Boot line RTP launcher INCLUDE_RTP_APPL_INIT_BOOTLINE
(P 8. Shell script INCLUDE_RTP_APPL_INIT_CMD_SHELL_SCRIPT

For each application you want to start, add an rtpSpawn( ) call and the associated code to the usrRtpAppInit()
function stub.

PAGE 77 PETITPA




The VXWORKS real-time operating system 03/08/2022

w T2 PIEAVIP O rks 21,11 VIP Project
e Kernel Cu:unflguratmn
""' Build Ierget (default)
V'E_—,. ROMFS (ViWorks 21,11 ROMFS File System Project)
[€] linkSyms.c
[F] priComps.h
L| priConfig.c
IJ pr_||:'arar'r15h

] usnﬁ.pplnlt =

L& usrRtpipplnit.c
[h] vibFdtBcrm2711Gpio.h

[h| wvbFdtBcm271112c.h
[g] vxbFdtBern271112ca.c

v

The following example starts an application called myVxApp with three arguments:

void usrRtpAppInit (void)

{

char * vxeName = "c:/tmp/myVxApp.vxe";

char * argv[B];

RTP_ID rtpId = NULL;

/* set the application's arguments */

argv[0] = vxeName;

argv[1] = "first";

argv[2] = "second";

argv[3] = "third";

argv[4] = NULL;

/* Spawn the RTP. No environment variables are passed */

if ((rtpId = rtpSpawn (vxeName, argv, NULL, 220, 0x10000, O, 0)) == NULL)
{

printErr ("Impossible to start myVxApp application (errno = %#x)", errno);

}
}

In the example above, the myVxApp.vxe application executable is stored on the host system in c:\tmp.

You can also store the executable in ROMFS on the target system where the assignment statement identifies the
executable as follows:

char * vxeName = "/romfs/myVxApp.vxe";
There are other methods to start an RTP process when the card is booted:
e Boot lines can be included in the kernel

e A script file can be created
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12) GPIO programming: General purpose input/output pins

The Raspberry PI4 GPIO input/output pins range from GPIOO to GPIO27 (GPIO0 and GPIO1 are reserved). Some

pins are not usable because they are shared with other devices (ALTO to ALTS alternate functions).

GPIO Pull ALT2 ALT3 ALT4 ALTS

GPIOO High PCLK SPI3_CEO_N

GPIO1 High DE SPI3_MISO

GPIO2 High LCD_VSYNC | SPI3_MOSI

GPIO3 High LCD_HSYNC | SPI3_SCLK

GPI0O4 High |GPCLKO DPI_DO SPI4_CEO_N

GPIO Pull ALTO ALT3

GPIO5 High [GPCLKI SPI4_MISO

GPIO6 High |GPCLKZ SPI4_MOSI

GPIO7 High |SPIO_CEI_N SPI4_SCLK

GPIO8 High |SPIO_CEO.N

GPIO9 Low |SPIO_MISO

GPIO10 Low |SPIO_MOSI

GPIO11 Low |SPIO_SCLK

GPIO12 Low |PWMO_O DPI_D8 SPI5_CEO_N

GPIO13 Low | PWMO_1 DPI_D9 SPI5S_MISO

GPIO14 Low DPI_D10 SPI5_MOSI

GPIO15 Low DPI_D11 SPI5_SCLK

GPIO18 Low DPI_D14 SPI6_CEO_N SPI1_CEO_N PWMO_0

GPIO19 Low DPI_D15 SPI6_MISO SPI1_MISO PWMO_1

GPIO20 Low DPI_D16 SPI6_MOSI SPI1_MOSI GPCLKO

GPI021 Low DPI_D17 SPI6_SCLK SPI1_SCLK GPCLKJ

GPIO24 Low ARM_TDO SPI3_CET_N

GPI025 | Low SD1_DAT ARM_TCK SPI4_CET N

GPIO26 Low Ep ARM_TDI BRISLCET N

GPI027  |Low SD1_DATS ARM_TMS | SPI6_CET N
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When configuring the kernel and the device tree, you can specify for each GPIO pin which alternate function is to
be used.

/*
* Function selection:
*
* 0 = GPIO pin is an input
* 1= GPIO pinis an output
* 4 = GPIO pin takes alternate function O
* B = GPIO pin takes alternate function 1
* 6 = GPIO pin takes alternate function 2
* 7 = GPIO pin takes alternate function 3
* 3 = GPIO pin takes alternate function 4
* 2 = GPIO pin takes alternate function 5

*

* Pin Mode selection:
*
* 0 = float
* 1= pull-up
* 2 = pull-down
*x

*/

gpio_pins0O: gpioPinsO
{
pin-set = <17 0 1/* gpiol7 = input, pull up */
27 10»; /* gpio27 = output*/

Y

gpio: gpio@fe200000
{
compatible = "brcm,bcm2711-gpio”;
gpio-controller;
#gpio-cells = <4>;
reg = <0x0 Oxfe200000 0x0 0x00f4>;
interrupts = <145 0 1
146 0 1>,
interrupt-parent = <&intc>;
pinmux-0 = <&gpio_pins0>;
status = "okay";

5
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Spindle programming in C language

#include "../gpioLib/gpioLib.h"

Assigning an input/output pin
void pinMode(int pinnumber, int type)
int type: IN or OUT

void vxbGpioSetDir(int numberpins, int type):
int type : IN=0 or OUT=1

Weriting a logic level to an I/0 pin
void gpiowrite(int numberpins, int value)

int value: HIGH or LOW

Reading a logic level on an I/0 pin

int gpioread(int numberpins, int value)

return value O or 1 depending on the logic level of the pin

Release of an input-output pin

void gpiofree(int numerobroch)

The pin number corresponds to the number following the GPIO

Example GPIO17 gives us pinnumber=17

o‘d
'S0’

=5He

Alternate
Function

[Spio sciw Jopio 11 [a3)
(Gno a8l
[Reservea 27]
(Grios o9
[Grios o3

[GP1O 13 [33
sp11MisOJGPIO 19 |35
[GP10 26 |37

(oo 139

Alternate
Function

5V PWR

vo |
D

Grios Jserocso |

GND

So]apiois Jseri cso |
5s]Grio 20 Jsers most,
ol rio 21 Jsers scuc

2]
2
G
m
12]6
®
18]
20]
2
24]
26]
28]
30)
32]cPI0 12 |
34)
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13) Communication and synchronization between tasks and processes

The inter-task and inter-process functions of VxWorks provide mechanisms for synchronizing the activity of
different tasks

and communication between them. For inter-process and kernel-process communication, VxWorks semaphores and
message queues, pipes and events (as well as POSIX semaphores and events) can be created as public objects to
provide inter-task communication across memory boundaries (between the kernel and processes, and between
different processes).

Shared data structures (dkm rtp)

Provide a means for tasks running in the same memory space (kernel or RTP) to communicate by accessing data
structures.

Interrupt locking (dkm core only)

Provide a means of disabling interrupts, and thus preventing preemption by ISRs. Interrupt locking is not a general
purpose mechanism, and should only be used in a very limited way.

Locking of tasks (dkm core only)

Provide a way to disable preemption by other tasks. Task locking is a mechanism

It is a general danger and should only be used in a very limited way.

The Semaphores (dkm rtp)

Provide the primary means of task synchronization and mutual exclusion. The general purpose and specialized
variants are

available. Semaphores can be created as public objects, which allows their use in inter-process communication.
Kernel queue messages (dkm)

Provide a top-level mechanism for direct communication of messages between tasks.

Message queues can be created as public objects, allowing them to be used in inter-process communication

The tubes (dkm, rtp)

Provide an alternative messaging interface to the message queue function. The tubes operate via the I/O system.
Events (dkm)

Provide a means of communication and synchronization between tasks and other tasks, interrupt service routines

(ISR) and
tasks, semaphores and tasks, and message and task queues.

Name communication synchronization access

Shared data structures X X DKM RTP
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Interrupting X DKM
interruptions
Spot Locking X DKM
Semaphores X DKM RTP
Queue messages X DKM
The tubes X DKM RTP
The events X DKM

taskLock( )
NAME

taskLock( ) - disable task rescheduling

STATUS taskLock (void)

DESCRIPTION

This routine disables task context switching. The task that calls this routine will be the only one
task that is allowed to run, unless the task explicitly abandons the CPU by making itself

is no longer ready. Typically, this call is associated with taskUnlock( ); together they enclose a
critical section of the code. These preemption locks are implemented with a count variable
which allows nested preemption locks. The preemption will not be unlocked until taskUnlock()has been called as
many times as taskLock().

This routine does not lock interrupts; use intLock( ) to lock interrupts.

A taskLock() is preferable to intLock() as a means of mutual exclusion, as an interrupt

locks add interrupt latency to the system

A semTake() is preferable to taskLock() as a means of mutual exclusion

The taskLock( ) routine cannot be called from the interrupt service routines.
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THE TI2C BUS SUMMARY SHEET

Presentation:

T2C is a serial bus for transmitting information asynchronously between various circuits connected to the bus.
The protocol of the link is of the MASTER/ESCLAVE type. Each circuit is recognised by its address and can
either transmit or receive information.

Two wires, SDA (Serial DAta) and SCL (Serial CLock), carry the information between the different circuits. SDA
and SCL are bidirectional lines, connected to plus VCC via two pull-up resistors.

. . +VDD

SDA __ o . . "
SCL -

18 18 &
CIRCUIT 1 CIRCUIT 2 CIRCUIT 3

When the bus is free, i.e. when there is no data transfer, both lines are in the high state.

For the transfer of a bit to be valid the data on the SDA line must be stable while the clock is high on SCL.
The SDA value can only change when SCL is in the low state.

A message starts with a START condition (S) and ends with a STOP condition (P).

START condition: Change from high to low state of SDA while SCL is in high state.

STOP condition: Change from low to high state of SDA while SCL is in high state.

SDA | | | | | | | | | | | | | | | | | | | |

- I S T T S T T A B R T o

SCL | o b
s | [t] [2] [3] [4] [5] [e] [7] [8] [o] [P

Data transfer on the bus: Data is transferred in 8-bit packets (1 byte). Each byte must be followed by an
acknowledge bit.
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In the first byte transferred the first seven bits represent the slave address and the eighth bit is the read/write
bit

1 7 1 8 1 8 1 1

—

S ;":?f:i rR'wW| A DATA |A DATA |A| P
S START — () les données sont transtérées du maitre vers
A ACK 'esclave
P- STOP — 1 les données sont transtérées de l'esclave vers

le maitre

Mode maitre transmetteur

P

S | ADRESSE [y | A | DATA| A |P

L

Mode maitre receveur

Fal

ADRESSE i
SRR o IR A Df\TA A | DATA|A |P

L

Du maitre vers l'esclave

De l'esclave vers le maitre

S : Condition de START
P : Condition de stop

On the I2C bus, there will always be one and only one master controller and it is this one that synchronises the
exchanges by providing the clock signals on SCL
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Software aspect: use of the I2C under Vxworks 7

We will use the device driver associated with the input/output. The file descriptor that allows the exchange is
called /I2C/0 (see the devs command)

Opening :
In the kernel domain (DKM) We will open this driver

fd = open("/I2C/0", 3, 555))

fd =-1in case of problem otherwise fd=the value of the file descriptor

I2C bus configuration
we use the IOCTL function with a function code associated with the command

ioctl(int fd, int numerocode, type parameter) ;

numeroCode Type of parameter description
510 int Programming of the bus speed in bits/s
511 UINTS Programming @ of the slave
512 UINT8 Number of clock cycles to wait after the falling edge of SCL before
writing the next data bit
513 UINT8 Number of clock cycles to wait after the rising edge of SCL before
reading the next data bit

Example:

ioctl(fd,510,100000); //prog freq 100000hz

Read or write on the I2C bus

Write command with transmission of the previously configured slave address
write(int fd, UINT8 command[] ,int commandLength)

int fd: file descriptor

UINT8 command[]: array of bytes to send

int commandLength: number of bytes to send

if commandLength=0 the slave address is sent

reading order
read(int fd, UINT8 buffer[] ,int Lengthbuffer)

int fd: file descriptor
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UINTS8 buffer[]: byte array where each read byte is stored
int Lengthbuffer: number of bytes to read

example writing (slave address 0x48) :

Command[0]=0x00 ;
Command[1]=0x00 ;
Command[2]=0x00 ;
commandLength=3;

if (write(fd,command, commandLength)) {
return false;

1 200 2 200¥/ 3 2.00% 1920 100 D&/ Arréter £ 1 1.85Y

W il KEYSIGHT
! TECHMOLOGIES
i Aoguisition
E Mormal
2 '__i'_ Sl | al0MSals
i 4 Yaies :
i 1B 10.0:1
— s [0 R BN SRRE RN NR SRR ——| ] 10.0:1
+ ! H f - OC 10.0:1
" |
i Curseurs
L !-H-hhl-pyu_lh,ll_llpllph_llulnlh.llh.l.lp.lh MK
. 1 | 1 1 0 2 o o A o P A -201.000000000ms
] i 17AX;
i +4 9751Hz
3 |
2P i ! : ' A2
i +16.0000y
5 (i 48wa___ 00a __ 00a __ 00a )
Ienu Décod série
Mode Signaus 4 Taille adr. Lister
il P 7 Bits ~P
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Read command (slave address 0x48) :

replylen=1;
replybuffer[1];

if (read(fd, replybuffer, replylen)k0) {

return false;

}
: 20144, MYBE2T 1728 Thy bpr OF 17.41:44 2022
1200y 2 200v = 200 47.00% 50.00%¢ Arréter £ 1 1.33y
R el ey e A KEVSIGHT
' 1 Aoguisition
Marmal
2 . - | 10.0MSa/s
Yoies
DC 10.0:1
OC 10.0:1
DC 10.0:1
_{ I
‘ Curseurs
1M A
i I R T D | 1 I R R R -201.000000000rms
i 1AL
R +4 9751Hz
= AY[2):
+16.0000y
5i 45Ra 5Crg
Menu Décod série
 Mode 4 Taille adr. Lister
il 7 Bits ~P-

replybuffer[0]=0x5C
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THE SPT BUS in full duplex mode: SUMMARY

The SPI (Serial Peripheral Interface) bus is a serial bus developed by Motorola. It consists of a master controller

and one or more slaves selected by a chip select CS line.

MOSI

< MISO °

Controleur maitre SCK »1 Esclavel

CSO

Cs1

@ L

Esclave2

MOSI: Master Output Slave Input
MISO: Master Input Slave Output

SCK : SPI Serial Clock

Two shift registers are cascaded fogether so that when the master controller sends an SCK-synchronised data,

the slave sends a SCK-synchronised response at the same time.

Controleur maitre

— ESCLAVE
CS=0
SCK SCK
o213 T4 51617 MOs ol 12131451617
MISO

There are four modes of transmission:

CPOL=0 Clock at rest is in low state
CPOL=1 Clock at rest is in high state
CPHA=0 the bit is taken into account on a rising edge of the clock
CPHA=1 the bit is taken into account on a falling edge of the clock
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SCK H/\/\/\l\ﬂ/‘\ﬂ

SCK
CPOL=1

CS

%

\,.«

MOSI-MISO

—— e
"
—
w
>
-
-
—
™
S—
—
=
S

CPHA=0

MOSHMISO — ==y~
CPHA=1 — 1 2 3 4 5 [ 7 8
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Software aspect: use of the SPI under Vxworks 7

We will use the device driver associated with the input/output. The file descriptor that allows the exchange is
called /SPI/0 (see the devs command)

Opening :
In the kernel domain (DKM) We will open this driver

fd = open("/SPI/0Q", 3, 555))

fd =-1in case of problem otherwise fd=the value of the file descriptor

SPT bus configuration

we use a configuration mode array of 11 unsigned long integers as the last parameter of the write function to
configure the SPT bus

UINT32 mode[11]={0Ox00}; // array configuration mode

Byte 4 box 3 of the table is used to program the bus speed in bits/s
mode[3]=50000; //50000hz

Byte 5 box 4 allows the bus o be configured for each bit. Constants are predefined and the association of these
by or or and logic allows the configuration of the SPT bus

#define SPI_CSPOL_L OxFB ( bit 2 to logical 0)
#define SPT_CSPOL_H 0x04 (bit 2 to logical 1)

#define SPI_CLK_POLH 0x02 (bit 1 to logical 1)
#define SPI_CLK_POLL OxFD (logical bit 1 10 0)
#define SPT_CLK_PHASEM OxFE  (bit O to logical O)
#define SPI_CLK_PHASES 0x01 (logical bit 0 to 1)

#define FULL_DUPLEX 0x20 (bit 1 to logical 1)

#define FULL_NODUPLEX OxDF (bit 5 to logical 0)
#define INTERRUPT OxBF (bit 6 to logical 0)
#define POLLING 0x40 (bit 6 to logical 1)

SPI_CSPOL_H :€S=1 at rest

SPI_CSPOL_L :€5=0 at rest

SPI_CLK_CPOL_H :CPOL=1 at rest
SPI_CLK_CPOL_L :CPOL=0 at rest
SPI_CLK_PHASEM :CPHA=0

SPI_CLK_PHASES :CPHA=1

FULL_DUPLEX: full duplex transmission mode
FULL_NODUPLEX: non-full duplex transmission mode
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INTERRUPT: Interruption management
POLLING: management by polling

Example of use

mode[4]=mode[4]| SPI_CSPOL_H|SPI_CLK_POLH | FULL_DUPLEX;
mode[4]=mode[4]& SPI_CLK_PHASEM;
mode[4]=mode[4]&INTERRUPT;

mode[5] =0 // €SO pin active on PT4
mode[5] =1 // €S1 pin active on PT4
read and write order on SPI:

write(int fd , uint8_t buffer[], int lenghtbuffer, uint8_t bufrec[],int lenghtbufrec, UINT32 mode[11])

int fd: file descriptor

uint8_t buffer[]: byte array to send

int lenghtbuffer: number of bytes to send

UINTS bufrec[]: byte array where each byte read is housed

int int lenghtbufrec: number of bytes to read
UINT32 mode[11]:  configuration mode table

Writing to the SPI bus

char rx[2], tx[2];

tx[0]=(0x89);

tx[1]=-82;

if ((ret=write(spid,tx, 2,rx,0,mode))<0) {
printf("impossible writing");}

144, Acn bar 21 20:54:1: i
1 Z2o200vs 20 200 2.00v/ 33808 B00.0%/ brriter £ 2 2.20V
KEYSIGHT
TECHMOLOGIES
Aoquisition
Maormal
1.00MSals
i Yoies i
oc 10.0:1
oc 10.0:1
3 it oc 10.0:1
I i Curseurs
A
+1.840000us
2 ] STy — 1 17
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, +543 48kHz
DEBUT AV(D):
i 16 CLKS +8.00000Y
: (89 2
’ < 00 4F » | P
Fenu Waie 1
42y Couplage Limite BP Fin Invert Sonde
CC s - ] —~-

Reading on the SPI bus

tx[0]=0x3C;
tx[1]=0x00;
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rx[0]=0x00;

rx[1]=0x00;

if ((ret=write(spid,tx,2,rx,2,mode))<0) {
printf("impossible writing");}

20144, MYERZTF1728: Mon Mar 21 20:54:12 2027

T 7 2.00u!

a3 200y 2004/ 338.05 50005/ Arréter £ 2 220
T e KEYSIGHT
TECHMOLOGIES
Aoquisition
MNormal
1.00MSa/s
i Yaies :
OC 10.0:1
OC 10.0:1
3 bl OC 10.0:1
> B 5
'; 5 Curseurs
A
+1.840000us
2—! o 1/ A
____________________________________________________________________________________________ +543.48kH:
DEBUT AT
16 CLKS +8.00000Y
5 {3C 0o~
{00 F.s_a_j{i
Mlenu Yoie 1
4+ LCouplage Lirnite BF Fin Imvert sonde
CC T ] C ~-

Rx[0]=0x00 ;
Rx[1]=0xF9 ;
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The PWM controller

The Raspberry PI4 has a two channel PWM controller (channell, channel2 see below). To have additional channels
you will need to add another controller on the SPT or I2C bus

el

Alternate
Function

[spio scuv [epio a1 [as
[ono —Jas
Reserved |27

Alternate
Function

o[uARTo RX

zcrio 1|

@

halerios Jseiocso |
helario 7 |

28] Reserved |

The programming in the core area remains as follows:

Opening :

In the kernel domain (DKM) We will open this driver

fd = open("/PWM/Q", 3, 555))

fd =-1in case of problem otherwise fd=the value of the file descriptor

PWM configuration

we use an array of 4 unsigned long integers as the last parameter of the write function to configure the PWM

controller

// configuration mode table

UINT32 buffer[4];
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buffer[0]=50;// frequency channell hz
buffer[1]=50;// frequency channel2 hz
buffer[2]=6.// ratio channell %.
buffer[31=2;// ratio channel2 %.

if (write(fd,buffer, 4)){
close(fd);
return false;

}
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Vxworks commands

The usual commands

c to return to the shell code interpreter

cmd to return to the command shell of the code interpreter
ifconfig -a Network config info

Is lists the names of the files in the

Is -I lists the file hames in the directory in more detail

i Info on tasks performed

pwd Info on our directory and tree structure

td < spothame> kill a spot

td Ox kill a spot by its TID

ti < spotname> info about a task

h displays the last commands typed

printLogo displays the Vxworks logo

Id < modulename> load a module

unld <modulename> to unload a module

cd/ return to root

devs lists the managed devices

cp copy a file from one directory to another (same as Linux)
mkdir <directory name> create a directory

netstat -a Information on open ports

ping <IP address>. ping an IP address

version to know the version of Vxworks

ipd list list of daemon servers

ipd kill <name> list of daemon servers

ipd start<name> list of daemon servers

sd SHared data visualize the shared data areas
escK - go back in history

esc] - go forward in history

rtp task To view the current RTP tasks

task stop <name> stop the RTP task in bear

task continue <name> restart the current RTP task

Non-standard functions or commands

moduleShow see the list of loaded modules

Ikup < name> Gives the table of symbols (functions) and variables loaded by the kernel
semShow Gives the list of semaphores

iosDrvShow Gives a list of the loaded device drivers and their numbers
vxbDrvShow Gives the list of loaded device drivers and their classes
vxbDevShow Gives the list of loaded device drivers and their classes
vxbDevShowPaths Gives the list of device drivers and their paths in the device tree
iosFdShow Gives the list of device descriptors
vxFdtDtbDump List the device tree DTB

vxbIntShow Gives the list of managed interrupts the vector number

isrShow Gives the list of ISRs and associated vector humbers
vxbPinMuxShow  lists the pinmux controllers

vxbGpioShow lists the hogged GPIO pins

iosDevShow lists the inputs and outputs

rtpShow lists the loaded real time RTP processes

adrSpaceShow ~ memory info

sp Spawn a task

rtpSp* .vxe

checkStack ()

sdShow

show bootline
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